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Introduction

If you’re preparing to take the CEH exam, you’ll undoubtedly want to find as much
information as you can about computers, networks, applications, and physical security.
The more information you have at your disposal and the more hands-on experience you
gain, the better off you’ll be when taking the exam. This study guide was written with that
goal in mind—to provide enough information to prepare you for the test, but not so much
that you’ll be overloaded with information that is too far outside the scope of the exam.
To make the information more understandable, I’'ve included practical examples and
experience that supplement the theory.

This book presents the material at an advanced technical level. An understanding of
network concepts and issues, computer hardware and operating systems, and applications
will come in handy when you read this book. While every attempt has been made to
present the concepts and exercises in an easy-to-understand format, you will need to have
experience with IT and networking technology to get the best results.

I've included review questions at the end of each chapter to give you a taste of what it’s
like to take the exam. If you’re already working in the security field, check out these
questions first to gauge your level of expertise. You can then use the book to fill in the
gaps in your current knowledge. This study guide will help you round out your knowledge
base before tackling the exam itself.

If you can answer 85 percent to 90 percent or more of the review questions correctly for a
given chapter, you can feel safe moving on to the next chapter. If you’re unable to answer
that many questions correctly, reread the chapter and try the questions again. Your score
should improve.

( A

r

%;: Don’t just study the questions and answers! The questions on the actual

exam will be different from the practice questions included in this book. The exam is
designed to test your knowledge of a concept or objective, so use this book to learn
the objectives behind the questions.

- J

Before You Begin Studying

Before you begin preparing for the exam, it’s imperative that you understand a few things
about the CEH certification. CEH is a certification from the International Council of
Electronic Commerce Consultants (EC-Council) granted to those who obtain a passing
score on a single exam (number 312-50). The exam is predominantly multiple choice,
with some questions including diagrams and sketches that you must analyze to arrive at
an answer. This exam requires intermediate- to advanced-level experience; you're
expected to know a great deal about security from an implementation and theory
perspective as well as a practical perspective.



In many books, the glossary is filler added to the back of the text; this book’s glossary
(included as part of the online test bank at sybextestbanks.wiley.com) should be
considered necessary reading. You're likely to see a question on the exam about what a
black- or white-box test is—not how to specifically implement it in a working
environment. Spend your study time learning the various security solutions and
identifying potential security vulnerabilities and where they are applicable. Also spend
time thinking outside the box about how things work—the exam is also known to alter
phrases and terminology—but keep the underlying concept as a way to test your thought
process.

The EC-Council is known for presenting concepts in unexpected ways on their exam. The
exam tests whether you can apply your knowledge rather than just commit information to
memory and repeat it back. Use your analytical skills to visualize the situation and then
determine how it works. The questions throughout this book make every attempt to re-
create the structure and appearance of the CEH exam questions.

Why Become CEH Certified?

There are a number of reasons for obtaining the CEH certification. These include the
following:

Provides Proof of Professional Achievement Specialized certifications are the best
way to stand out from the crowd. In this age of technology certifications, you’ll find
hundreds of thousands of administrators who have successfully completed the Microsoft
and Cisco certification tracks. To set yourself apart from the crowd, you need a bit more.
The CEH exam is part of the EC-Council certification track, which includes other security-
centric certifications if you wish to attempt those.

Increases Your Marketability The CEH for several years has provided a valuable
benchmark of the skills of a pentester to potential employers or clients. Once you hold
the CEH certification, you’ll have the credentials to prove your competency. Moreover,
certifications can’t be taken from you when you change jobs—you can take that
certification with you to any position you accept.

Provides Opportunity for Advancement Individuals who prove themselves to be
competent and dedicated are the ones who will most likely be promoted. Becoming
certified is a great way to prove your skill level and show your employer that you’re
committed to improving your skill set. Look around you at those who are certified: They
are probably the people who receive good pay raises and promotions.

Fulfills Training Requirements Many companies have set training requirements for
their staff so that they stay up to date on the latest technologies. Having a certification
program in security provides administrators with another certification path to follow
when they have exhausted some of the other industry-standard certifications.

Raises Customer Confidence Many companies, small businesses, and the
governments of various countries have long discovered the advantages of being a CEH.


http://sybextestbanks.wiley.com

Many organizations require that employees and contractors hold the credential in order
to engage in certain work activities.

How to Become a CEH-Certified Professional

The first place to start on your way to certification is to register for the exam at any
Pearson VUE testing center. Exam pricing might vary by country or by EC-Council
membership. You can contact Pearson VUE by going to their website (www.vue.com) or
in the United States and Canada by calling toll-free (877)-551-7587.

When you schedule the exam, you’ll receive instructions about appointment and
cancellation procedures, ID requirements, and information about the testing center
location. In addition, you will be required to provide a special EC-Council—furnished code
in order to complete the registration process. Finally, you will also be required to fill out a
form describing your professional experience and background before a code will be issued
for you to register.

( )

A%’TE Exam prices and codes may vary based on the country in which the exam

is administered. For detailed pricing and exam registration procedures, refer to EC-
Council’s website at www.eccouncil.org/certification.

- J

After you’ve successfully passed your CEH exam, the EC-Council will award you with
certification. Within four to six weeks of passing the exam, you’ll receive your official EC-
Council CEH certificate.

Who Should Read This Book?

If you want to acquire solid information in hacking and pen-testing techniques and your
goal is to prepare for the exam by learning how to develop and improve security, this book
is for you. You'll find clear explanations of the concepts you need to grasp and plenty of
help to achieve the high level of professional competency you need to succeed in your
chosen field.

If you want to become certified, this book is definitely what you need. However, if you
just want to attempt to pass the exam without really understanding security, this study
guide isn’t for you. You must be committed to learning the theory and concepts in this
book to be successful.

( )

é:’ In addition to reading this book, consider downloading and reading the
A TE

white papers on security that are scattered throughout the Internet.

. J
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What Does This Book Cover?

This book covers everything you need to know to pass the CEH exam. Here’s a breakdown
chapter by chapter:

Chapter 1: Introduction to Ethical Hacking This chapter covers the purpose of
ethical hacking, defines the ethical hacker, and describes how to get started performing
security audits.

Chapter 2: System Fundamentals This chapter presents a look at the various
components that make up a system and how they are affected by security.

Chapter 3: Cryptography This chapter explores the art and science of cryptography;
you’ll learn how cryptography works and how it supports security.

Chapter 4: Footprinting In this chapter, you’ll learn how to gain information from a
target using both passive and active methods.

Chapter 5: Scanning This chapter shows you how to gain information about the hosts
and devices on a network as well as what the information means.

Chapter 6: Enumeration In this chapter, you’ll learn how to probe the various services
present on a given host and how to process the information to determine what it means
and how to use it for later actions.

Chapter 7: System Hacking This chapter shows you how to use the information gained
from footprinting, scanning, and earlier examinations in order to break into or gain access
to a system.

Chapter 8: Malware This chapter covers the varieties of malware and how each can be
created, used, or defended against.

Chapter 9: Sniffers This chapter discusses using packet sniffers to gather information
that is flowing across the network. You’ll learn how to dissect this information for
immediate or later use.

Chapter 10: Social Engineering This chapter covers how to manipulate human beings
in order to gain sensitive information.

Chapter 11: Denial of Service This chapter includes an analysis of attacks that are
designed to temporarily or permanently shut down a target.

Chapter 12: Session Hijacking This chapter covers how to disrupt communications as
well as take over legitimate sessions between two parties.

Chapter 13: Web Servers and Applications This chapter explains how to break into
and examine web servers and applications as well as the various methods of attack.

Chapter 14: SQL Injection In this chapter, you’ll learn how to attack databases and
data stores using SQL injection to alter, intercept, view, or destroy information.

Chapter 15: Hacking Wi-Fi and Bluetooth In this chapter, you’ll learn how to target,



analyze, disrupt, and shut down wireless networks either temporarily or permanently.

Chapter 16: Mobile Device Security In this chapter, you’ll learn how to target,
analyze, and work with mobile devices.

Chapter 17: Evasion This chapter covers how to deal with the common protective
measures that a system administrator may put into place; these measures include
intrusion detection systems (IDSs), firewalls, and honeypots.

Chapter 18: Cloud Technologies and Security In this chapter, you’ll learn how to
integrate and secure cloud technologies.

Chapter 19: Physical Security This chapter deals with the aspects of physical security
and how to protect assets from being stolen, lost, or otherwise compromised.

Appendix A: Answers to Review Questions In this appendix, you can find all the
answers to the review questions throughout the book.

Appendix B: Penetration Testing Frameworks In this appendix, you will explore an
alternative penetration testing framework.

Appendix C: Building a Lab In this appendix, you’ll learn how to build a lab to test and
experiment with your penetration testing skills.

Tips for Taking the CEH Exam

Here are some general tips for taking your exam successfully:

e Bring two forms of ID with you. One must be a photo ID, such as a driver’s license.
The other can be a major credit card or a passport. Both forms must include a
signature.

e Arrive early at the exam center so that you can relax and review your study materials,
particularly tables and lists of exam-related information. When you are ready to enter
the testing room, you will need to leave everything outside; you won’t be able to bring
any materials into the testing area.

¢ Read the questions carefully. Don’t be tempted to jump to an early conclusion. Make
sure that you know exactly what each question is asking.

e Don’t leave any unanswered questions. Unanswered questions are scored against you.

e There will be questions with multiple correct responses. When there is more than one
correct answer, a message at the bottom of the screen will prompt you either to
“Choose two” or “Choose all that apply.” Be sure to read the messages displayed to
know how many correct answers you must choose.

e When answering multiple-choice questions about which you’re unsure, use a process
of elimination to get rid of the obviously incorrect answers first. Doing so will improve
your odds if you need to make an educated guess.

¢ On form-based tests (nonadaptive), because the hard questions will take the most



time, save them for last. You can move forward and backward through the exam.

e For the latest pricing on the exams and updates to the registration procedures, visit
the EC-Council’s website at www.eccouncil.org/certification.

What’s Included in the Book

I've included several testing features in this book and on the online test bank for the book
at sybextestbanks.wiley.com. These tools will help you retain vital exam content as well as
prepare you to sit for the actual exam:

Assessment Test At the end of this introduction is an assessment test that you can use
to check your readiness for the exam. Take this test before you start reading the book; it
will help you determine the areas in which you might need to brush up. The answers to
the assessment test questions appear on a separate page after the last question of the test.

Objective Map and Opening List of Objectives In the book’s front matter, I have
included a detailed exam objective map showing you where each of the exam objectives is
covered in this book. In addition, each chapter opens with a list of the exam objectives it
covers. Use these to see exactly where each of the exam topics is covered.

Exam Essentials Each chapter, just before the summary, includes a number of exam
essentials. These are the key topics you should take from the chapter in terms of areas to
focus on when preparing for the exam.

Chapter Review Questions To test your knowledge as you progress through the book,
there are review questions at the end of each chapter. As you finish each chapter, answer
the review questions and then check your answers. The correct answers and explanations
are in Appendix A. You can go back to reread the section that deals with each question you
got wrong to ensure that you answer correctly the next time you’re tested on the material.

Interactive Online Learning Environment and Test Bank

I've included a number of additional study tools that can be found on the book’s online
test bank at sybextestbanks.wiley.com. All of these electronic study aids will run in your
browser and you should work through them as you study for the test:

Sybex Test Engine The main site for the online study aids is sybextestbanks.wiley.com.
After registration, you’ll get access to the Sybex Test Engine. In addition to taking the
assessment test and the chapter review questions via the electronic test engine, you’ll find
practice exams. Take these practice exams just as if you were taking the actual exam
(without any reference material). When you’ve finished the first exam, move on to the
next one to solidify your test-taking skills. If you get more than 9o percent of the answers
correct, you're ready to take the certification exam.
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( A

‘Jd;: If you are the type of learner who thrives on practice tests and needs more

tests than those included with this book at sybextestbanks.wiley.com, consider
buying Sybex’s new CEH: Certified Ethical Hacker Version 9 Practice Tests by
Raymond Blockmon (ISBN: 978-1-119-25215-3). With five additional complete
practice tests, there are more than enough tests for anyone to assess their readiness
to sit for the CEH.

& J

Electronic Flashcards You'll find flashcard questions on the website for on-the-go
review. These are short questions and answers. Use them for quick and convenient
reviewing. There are 100 flashcards on the website.

PDF of Glossary of Terms The glossary of terms is on the website in PDF format.

How to Use This Book and Additional Study Tools

If you want a solid foundation for preparing for the CEH exam, this is the book for you.
I've spent countless hours putting together this book with the sole intention of helping
you prepare for the exam.

This book is loaded with valuable information, and you will get the most out of your study
time if you understand how I put the book together. Here’s a list that describes how to
approach studying:

1. Take the assessment test immediately following this introduction. It’s okay if you
don’t know any of the answers—that’s what this book is for. Carefully read over the
explanation for any question you get wrong, and make a note of the chapters where
that material is covered.

2. Study each chapter carefully, making sure that you fully understand the information
and the exam objectives listed at the beginning of each one. Again, pay extra-close
attention to any chapter that includes material covered in the questions that you
missed on the assessment test.

3. Read over the summary and exam essentials. These highlight the sections from the
chapter with which you need to be familiar before sitting for the exam.

4. Answer all of the review questions at the end of each chapter. Specifically note any
questions that confuse you, and study those sections of the book again. Don’t just
skim these questions—make sure you understand each answer completely.

5. Go over the electronic flashcards. These help you prepare for the latest CEH exam,and
they’re great study tools.

6. Take the practice exams.
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Exam 312-50 Exam Objectives

The EC-Council goes to great lengths to ensure that its certification programs accurately
reflect the security industry’s best practices. They do this by continually updating their
questions with help from subject matter experts (SMEs). These individuals use their
industry experience and knowledge together with the EC-Council’s guidance to create
questions that challenge a candidate’s knowledge and thought processes.

Finally, the EC-Council conducts a survey to ensure that the objectives and weightings
truly reflect job requirements. Only then can the SMEs go to work writing the hundreds
of questions needed for the exam. Even so, they have to go back to the drawing board for
further refinements in many cases before the exam is ready to go live in its final state.

Rest assured that the content you’re about to learn will serve you long after you take the
exam.
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é;: Exam objectives are subject to change at any time without prior notice and
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at the EC-Council’s sole discretion. Visit the Certification page of the EC-Council’s
website at www.eccouncil.org for the most current listing of exam objectives.
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The EC-Council also publishes relative weightings for each of the exam’s objectives. The
following table lists the five CEH objective domains and the extent to which they are
represented on the exam. As you use this study guide, you’ll find that we have
administered just the right dosage of objective knowledge by tailoring coverage to mirror
the percentages that the EC-Council uses.

Domain % of Exam
Analysis/Assessment 16%
Security 26%

Tools/Systems/Programs 32%
Procedures/Methodology 22%

Regulation/Policy 4%
Objectives
Objective Chapter
I. Background
A. Networking technologies (e.g., hardware, 2
infrastructure)
B. Web technologies 13

C. System technologies 2,12
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D. Communication protocols

E. Malware operations

F. Mobile technologies (e.g., smartphones)

G. Telecommunication technologies

H. Backups and archiving (e.g., local, network)
I1. Analysis/Assessment

A. Data analysis

B. Systems analysis

C. Risk assessments

D. Technical assessment methods
II1. Security

A. Systems security controls

B. Application/fileserver

C. Firewalls

D. Cryptography

E. Network security

F. Physical security

G. Threat modeling

H. Verification procedures (e.g., false positive/negative
validation)

I. Social engineering (human factors manipulation)

J. Vulnerability scanners

K. Security policy implications

L. Privacy/confidentiality (with regard to engagement)
M. Biometrics

N. Wireless access technology (e.g., networking, RFID,
Bluetooth)

O. Trusted networks
P. Vulnerabilities

IV. Tools/Systems/Programs
A. Network/host-based intrusion

B. Network/wireless sniffers (e.g., Wireshark, AirSnort)

C. Access control mechanisms (e.g., smart cards)

2,9
8,11
10

9,14
5,6

2,11,12,18, 19

19
1
16

10

5}
1,17

9,15

2

2,4,5,6,7,11,12, 13, 14, 15,
16,17, 18, 19

16

9
3



D. Cryptography techniques (e.g., IPSec, SSL, PGP) 3

E. Programming languages (e.g., C++, Java, C#, C) 13

F. Scripting languages (e.g., PHP, JavaScript) 13, 14
G. Boundary protection appliances (e.g., DMZ) 2 16
H. Network topologies 2

I. Subnetting 2
J. Port scanning (e.g., nmap) 5
K. Domain Name System (DNS) 2,12
L. Routers/modems/switches 2
M. Vulnerability scanner (e.g., Nessus, Retina) 5

5

N. Vulnerability management and protection systems
(e.g., Foundstone, Ecora)

O. Operating environments (e.g., Linux, Windows, Mac) 2, 4, 6,7, 13, 14, 15, 16, 17

P. Antivirus systems and programs 8

Q. Log analysis tools 6,7,13, 14,16, 17

R. Security models 17

S. Exploitation tools 4, 6,7,11,13, 14, 15, 16, 17
T. Database structures 14

V. Procedures/Methodology

A. Cryptography 3
B. Public key infrastructure (PKI) 3
C. Security Architecture (SA) 17
D. Service-Oriented Architecture (SOA) 14
E. Information security incident management 17
F. N-tier application design 14
G. TCP/IP networking (e.g., network routing) 2
H. Security testing methodology 1
VI. Regulation/Policy
A. Security policies 17
B. Compliance regulations (e.g., PCI) 17
VII. Ethics
A. Professional code of conduct 1
B. Appropriateness of hacking activities 1

X. Social Engineering



A. Types of social engineering

B. Social networking

C. Technology assisting social networking
D. Defensive strategies

E. Pentesting issues

10

10
10
10
10






Assessment Test

1. What is the focus of a security audit or vulnerability assessment?
A. Locating vulnerabilities
B. Locating threats
C. Enacting threats
D. Exploiting vulnerabilities

2. What kind of physical access device restricts access to a single individual at any one
time?

A. Checkpoint

B. Perimeter security
C. Security zones

D. Mantrap

3. Which of the following is a mechanism for managing digital certificates through a
system of trust?

A. PKI
B. PKCS
C. ISA
D. SSL
4. Which protocol is used to create a secure environment in a wireless network?
A. WAP
B. WPA
C. WTLS
D. WML
5. What type of exercise is conducted with full knowledge of the target environment?
A. White box
B. Gray box
C. Black box
D. Glass box

6. You want to establish a network connection between two LANs using the Internet.
Which technology would best accomplish that for you?

A. TIPSec
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B. L2TP
C. PPP
D. SLIP

Which design concept limits access to systems from outside users while protecting
users and systems inside the LAN?

A. DMZ

B. VLAN

C. I&A

D. Router

In the key recovery process, which key must be recoverable?
A. Rollover key

B. Secret key

C. Previous key

D. Escrow key

Which kind of attack is designed to overload a system or resource, taking it
temporarily or permanently offline?

A. Spoofing

B. Trojan

C. Man in the middle
D. SYN flood

. Which component of an NIDS collects data?

A. Data source

B. Sensor

C. Event

D. Analyzer

What is the process of making an operating system secure from attack called?
A. Hardening

B. Tuning

C. Sealing

D. Locking down

The integrity component provides which feature of the CIA triad?
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A. Verification that information is accurate

B. Verification that ethics are properly maintained
C. Establishment of clear access control of data

D. Verification that data is kept private and secure

Which mechanism is used by PKI to allow immediate verification of a certificate’s
validity?

A. CRL

B. MDs

C. SSHA

D. OCSP

Which of the following is used to create a VLAN from a physical security perspective?
A. Hub

B. Switch

C. Router

D. Firewall

. A user has just reported that he downloaded a file from a prospective client using IM.

The user indicates that the file was called account . doc. The system has been behaving
unusually since he downloaded the file. What is the most likely event that occurred?

A. Your user inadvertently downloaded a macro virus using IM.

B. Your user may have downloaded a rootkit.

C. Your user may have accidently changed a setting on the system.
D. The system is unstable due to the use of IM.

Which mechanism or process is used to enable or disable access to a network resource
based on attacks that have been detected?

A. NIDS

B. NIPS

C. NITS

D. NADS

Which of the following would provide additional security to an Internet web server?
A. Changing the default port for traffic to 80

B. Changing the default port for traffic to 1019

C. Changing the default port for traffic to 443



D. Changing the default port for traffic to 161

. What type of program exists primarily to propagate and spread itself to other systems

and can do so without interaction from users?
A. Virus

B. Trojan horse

C. Logic bomb

D. Worm

. An individual presents herself at your office claiming to be a service technician. She is

attempting to discuss technical details of your environment such as applications,
hardware, and personnel used to manage it. This may be an example of what type of
attack?

A. Social engineering
B. Access control
C. Perimeter screening

D. Behavioral engineering

. Which of the following is a major security problem with FTP?

A. Password files are stored in an unsecure area on disk.
B. Memory traces can corrupt file access.
C. User IDs and passwords are unencrypted.

D. FTP sites are unregistered.

. Which system would you install to provide detective capabilities within a network?

A. NIDS
B. HIDS
C. NIPS
D. HIPS

. The process of maintaining the integrity of evidence and ensuring no gaps in

possession occur is known as what?
A. Security investigation

B. Chain of custody

C. Three As of investigation

D. Security policy

. What encryption process uses one piece of information as a carrier for another?



A. Steganography

B. Hashing

C. MDA

D. Cryptointelligence

Which policy dictates how assets can be used by employees of a company?
Security policy

User policy

Use policy

Enforcement policy

= Y Q% >

Acceptable use policy

. Which algorithm is an asymmetric encryption protocol?

A. RSA
B. AES
C. DES
D. 3DES

. Which of the following is an example of a hashing algorithm?

A. ECC
B. PKI
C. SHA
D. MD

. Which of the following creates a fixed-length output from a variable-length input?

A. MDj5
B. MD7
C. SHA12
D. SHAS

Granting access to a system based on a factor such as an individual’s retina during a
scan is an example of what type of authentication method?

A. Smart card
B. I&A

C. Biometrics
D. CHAP
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. What item is also referred to as a physical address to a computer system?

A. MAC
B. DAC
C. RBAC
D. STAC

. What is the process of investigating a computer system for information relating to a

security incident?

A. Computer forensics

B. Virus scanning

C. Security policy

D. Evidence gathering

Which of the following is seen as a replacement for protocols such as Telnet and FTP?
A. SSL

B. SCP

C. Telnet2

D. SSH

. Which of the following is commonly used to create thumbprints for digital

certificates?
A. MDj5

B. MD7

C. SHA12
D. SHAS

. Granting access to a system based on a factor such as a password is an example of

what?

A. Something you have

B. Something you know

C. Something you are

D. Something you smell

What item is also referred to as a logical address to a computer system?
A. TP address

B. IPX address



C. MAC address

D. SMAC address

How many bits are in an IPv6 address?
A. 32

B. 64
C. 128
D. 256






Answers to Assessment Test

1.

A. A vulnerability assessment is focused on uncovering vulnerabilities or weaknesses
in an environment but by definition does not exploit those vulnerabilities.

D. Mantraps are phone booth—sized devices designed to prevent activities such as
piggybacking and tailgating.

. A. Public-key infrastructure (PKI) is a system designed to control the distribution of

keys and management of digital certificates.

4. B. Wi-Fi Protected Access (WPA) is designed to protect wireless transmissions.

5. A. White-box testing is done with full knowledge of the target environment. Black-box

L1.

testing is done with very little or no information. Gray box is performed with limited
information somewhere between black and white.

B. Layer 2 Tunneling Protocol (L2TP) is a VPN technology used to establish secure
connections over an insecure medium such as the Internet.

A. Demilitarized zone (DMZ) structures act as a buffer zone between the Internet and
an intranet, establishing a protected barrier. DMZs also allow for the placement of
publicly accessible resources such as web servers in a semi-secure area.

D. The escrow key is a key held by a third party used to perform cryptographic
operations.

D. SYN floods are a form of denial of service (DoS). Attacks of this type are designed to
overwhelm a resource for a period of time.

B. Sensors can be placed in different locations around a network with the intention of
collecting information and returning it to a central location for analysis and viewing.

A. Hardening is designed to remove nonessential services, applications, and other
items from a system with the intent of making it fit a specific role as well as reducing
its attack surface.

. A. Integrity ensures that information is kept reliable and accurate and also allows a

party to examine the information to detect a change.

D. The Online Certificate Status Protocol (OCSP) is used to allow immediate
verification of certificates’ validity as opposed to the older certificate revocation list
(CRL) method, which allows for lags in detection.

4. B. A switch allows for the creation of VLANSs.
5. A. The file is a Microsoft Word file and as such can have VBA macros embedded into it

that can be used to deliver macro viruses.

B. A network intrusion prevention system (NIPS) is similar to an intrusion detection
system, but it adds the ability to react to attacks that it detects.
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C. Changing the default port for web server traffic to 443 would mean that all traffic to
and from the web server would be encrypted using SSL.

D. A worm propagates by seeking out vulnerabilities it was designed to exploit and
then replicating at an extreme rate.

A. In a case like this, an individual showing up and asking to discuss intimate details
of an environment may be attempting to obtain information for an attack.

C. FTP is not designed to provide encryption, and thus passwords and user IDs or
names are not protected as they are with SSH, which uses encryption.

A. A network intrusion detection system (NIDS) is installed at the network level and
detects attacks at that level. Unlike a network-based intrusion prevention system
(NIPS), an NIDS cannot stop an attack, but it can detect and report the attack to an
administrator so that appropriate actions can be taken.

B. Chain of custody is used in investigations and in the handling of evidence to ensure
that no gaps in possession occur. Such gaps, if they occurred, could invalidate a case.

. A. Steganography is used to conceal information inside of other information, thus

making it difficult to detect.

E. Acceptable use policy is an administrative tool used to inform the users of various
company assets what is and isn’t considered appropriate use of assets.

. A. RSA is an example of an asymmetric encryption protocol that uses a public and

private key. The others are examples of symmetric encryption protocols.

C. SHA is an example of one type of hashing algorithm that is commonly used today.
Another example would be MDs5.

. A. MDs5 is a hashing algorithm that creates a fixed-length output, as do all hashing

algorithms. This fixed-length output is referred to as a hash or message digest.

C. Biometrics is concerned with measuring physical traits and characteristics of a
biological organism.

. A. Media access control (MAC) is a Layer 2 construct in the OSI model. The physical

address is coded into the network adapter itself and is designed to be unique.

. A. Computer forensics is the process of methodically collecting information relating to

a security incident or crime.

D. SSH is a modern protocol designed to be more secure and safer than protocols such
as FTP and Telnet. As such, the SSH protocol is replacing FTP and Telnet in many
environments.

. A. MDs5 is a hashing algorithm that creates a fixed-length output, referred to as a hash

or message digest. In the PKI world, SHA and M D5 are the most popular mechanisms
for creating thumbprints for digital certificates.



3. B. Passwords are the simplest form of authentication and are commonly used. They
fall under first-factor authentication and are referred to as something you know.

4. A. An IP address is a logical address assigned at Layer 3 and can be assigned to an IP-
based system. The same IP address can be assigned to different systems, albeit at
different times, unlike MAC addresses.

5. C. An IPv6 address has 128 bits as opposed to IPv4, which has only 32 bits. This
increased number of bits allows for the generation of many more IP addresses than is
possible with IPv4.






Chapter 1
Introduction to Ethical Hacking

CEH EXAM OBJECTIVES COVERED IN THIS CHAPTER:
v II. Analysis/Assessment

C. Risk assessments

D. Technical assessment methods
v III. Security

L. Privacy/confidentiality (with regard to engagement)
v V. Procedures/Methodology

H. Security testing methodology
v VII. Ethics

A. Professional code of conduct

B. Appropriateness of hacking activities

Welcome to the beginning of your journey to becoming a Certified
Ethlcal Hacker. In this book you will learn the tools, technologies, methods, and skills
needed to earn the EC-Council’s Certified Ethical Hacker vg qualification. However, while
this book will give you what you need to be prepared to successfully pass the exam, it will
also strive to give you the additional knowledge and skills needed to be a successful
penetration tester.

In this book, you will learn exactly what it takes to become an ethical hacker and the
responsibilities and expectations that go with the title. You will experience the ethics and
questions that go with the technology and the practices involved in this exciting field.

Ethical hackers, or penetration testers, have been around for a long time, but because of
increases in cybercrime and regulations over the last decade, they have become more
popular than in the past. The realization is that finding weaknesses and deficiencies in
systems and addressing them proactively is less costly than dealing with the fallout that
comes after the fact. In response, organizations have sought to create their own
penetration testing teams internally as well as contract with outside experts when and if
they are needed.



)g:: In this book you will encounter the two terms penetration tester and
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ethical hacker. Although both are correct and both are used in the IT and security
industries, the former tends to be more popular than the latter. In most cases, you
will run into the term penetration tester or its associated shorthand pentester.

& J

Taking on the skillset associated with ethical hacking will quickly and effectively put you
into the role of evaluating environments to identify, exploit, report, and recommend
corrective actions to be taken in respect to threats and vulnerabilities. Note, however, that
pentesters usually do not do corrective actions because that is something that the client
must decide to perform or not, but in some cases the client may ask you do so.

Through a robust and effective combination of technological, administrative, and physical
measures, these organizations have learned to address their given situation and head off
major problems wherever and whenever possible. Technologies such as virtual private
networks (VPNSs), cryptographic protocols, intrusion detection systems (IDSs), intrusion
prevention systems (IPSs), access control lists (ACLs), biometrics, smart cards, and other
devices have helped security. Administrative countermeasures such as policies,
procedures, and other rules have also been strengthened and implemented over the past
decade. Physical measures include cable locks, device locks, alarm systems, and similar
devices. Your new role as an ethical hacker will deal with all of these items, plus many
more.

As an ethical hacker, you must know not only the environment you will be working in but
also how to find weaknesses and address them as needed. But before we get to all of that,
this chapter discusses the history of hacking and what it means to be an ethical hacker.
We’ll also look at the process of penetration testing and explore the importance of
contracts.



Hacking: the Evolution

Hacker is one of the most misunderstood and overused terms in the security industry.
Everyone from the nightly news to authors to Hollywood and the rest of the media uses
the term frequently. Thanks to overuse of the term and the fact that it is almost
constantly attached to activities that are shady or even criminal in nature, the general
public looks at anyone with the label hacker as up to no good. Hackers are viewed as
those operating in the shadows, antisocial and antiestablishment in many cases. Other
members of the public have even come to embrace hackers as the new social activists
thwarting politicians, governments, large corporations, and others. Newsworthy events by
loosely organized groups such as Anonymous and Lizard Squad have contributed to the
public perception of the hacker.

( N
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’r': While many have taken different stances and have different opinions of

whether hackers are good or bad, this book will not seek to pass judgment either way
on many of those who engage in hacking. Groups such as Anonymous have both
their supporters and detractors, for example; in this book we will mention this group
but will use it to illustrate points, and that is all. We will leave the judgment of such
groups up to you.
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So, what is a hacker exactly and how did we get to the point where we are today? We can
best address this question by looking into the past and seeing how things have evolved.

The Early Days of Hacking

The idea of hacking and hackers goes way back to the first technology enthusiasts who
wanted to learn about new technology and were curious about how it worked. They were
the same types of people who today are interested not only in acquiring all sorts of
technology but also in learning how to customize and tweak it to do new things that the
original designers never intended. In the early days (pre-1970), these hackers may have
been found taking apart and learning about the inner workings of radios and early
computers. As technology progressed, these individuals moved to more complex and
advanced systems available at the time. Fast-forward to the 1970s, and the mainframes
that were present on college campuses and corporate environments were the target of
interest by new generations of hackers. Later, in the 1980s, the PC was the newest piece
of technology, with hackers moving to this environment. In fact, the 1980s saw hackers
starting to engage in more mischievous and later malicious activities; adding to the
situation was that fact that their attacks could now be used against many more systems
because more people had access to PCs. In the 1990s, the Internet was made accessible to
the public, and systems became interconnected; as a result, curiosity and mischief could
easily spread beyond a small collection of systems and go worldwide. Since 2000,
smartphones, tablets, Bluetooth, and other technologies have been added to the devices



and technologies that hackers target. As you can see, as technology evolves, so do hackers’
attacks in response to what’s available at the time.

When the Internet became available to the public at large, hacking and hackers weren’t
too far behind. When the first generations of browsers became available in the early
1990s, attacks grew in the form of website defacements and other types of mischief. The
first forays of hacking in cyberspace resulted in some humorous or interesting pranks,
but later more aggressive attacks started to emerge. Incidents such as the hacking of
movie and government websites were some of the first examples. Until the early 2000s,
website defacing was so common that many incidents were no longer reported.
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)"’ Making things easier for hackers is the fact that early network
A TE

technologies such as the Internet were never designed with security as a goal. The
goal was the sharing of information.
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Current Developments

In the early 2000s, more malicious activity started to appear in the form of more
advanced attacks. In the first few years of the new millennium, the aggressiveness of
attacks increased, with many attacks criminally motivated. Malicious attacks that have
occurred include the following (although there are many more):

e Denial-of-service attacks

Manipulation of stock prices
Identity theft

Vandalism
Credit card theft

Piracy

Theft of service

Among the many situations that have contributed to the increase in hacking and
cybercrime are the amount of information being passed and the overall dependency on
the Internet and digital devices. Over the last decade, the number of financial transactions
online has increased, creating a tempting target for crooks. Also, the openness of modern
devices such as smartphones and technologies such as Bluetooth has made hacking and
stealing information more prevalent. Lastly, we can also point to the number of Internet-
connected devices such as tablets and other gadgets that individuals carry around in
increasing numbers. Each of these devices has attracted the attention of criminals with
the temptation of stealing never before heard of amounts of money, data, and other
resources. As computer crime laws began to be passed, the bragging rights for hacking a
website became less attractive. Prank activity seems to have slowed down, whereas real



criminal activity has increased. With online commerce, skills started going to the highest
bidder, with crime rings, organized crime, and nations with hostile interests using the
Internet as an attack vector.

-
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underlying motivation of the attack, the end result is often the same: System owners

%;: Remember that a good number of attacks that occur nowadays can be
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attributed to both crime and people pulling pranks. However, no matter what the

are denied use of their assets, and the law is broken.

Hacking: Fun or Criminal Activity?

As stated earlier, hacking is by no means a new phenomenon; it has existed in one form
or another since the 1960s. For only a portion of the time since then has hacking been
viewed as a crime and a situation that needs to be addressed.

Here’s a look at some famous hacks over time:

In 1988, Cornell University student Robert T. Morris, Jr., created what is considered to
be the first Internet worm. Due to an oversight in the design of the worm, it replicated
extremely quickly, indiscriminately resulting in widespread slowdowns affecting the
whole Internet.

In 1994, Kevin Lee Poulsen, going by the name Dark Dante, took over the telephone
lines of the entire Los Angeles-based radio station KIIS-FM to ensure he would be the
102nd caller in order to win a Porsche 944 S2. Poulsen has the notable distinction of
being the first to be banned from using the Internet after his release from prison
(though the ban was for only a limited time).

In 1999, David L. Smith created the Melissa virus, which was designed to email itself
to entries in a user’s address book and later delete files on the infected system.

In 2001, Jan de Wit authored the Anna Kournikova virus, which was designed to read
all the entries of a user’s Outlook address book and email itself to each.

In 2002, Gary McKinnon connected to deleted critical files on U.S. military networks,
including information on weapons and other systems. He performed this action after
compromising roughly 2000 computer systems inside the U.S. military’s network.

In 2004, Adam Botbyl, together with two friends, conspired to steal credit card
information from the Lowe’s hardware chain.

In 2005, Cameron Lacroix hacked into the phone of celebrity Paris Hilton and also
participated in an attack against the site LexisNexis, an online public record
aggregator, ultimately exposing thousands of personal records.

In 2009, Kristina Vladimirovna Svechinskaya, a young Russian hacker, got involved in
several plots to defraud some of the largest banks in the United States and Great



Britain. She used a Trojan horse to attack and open thousands of bank accounts in the
Bank of America, through which she was able to skim around $3 billion in total. In an
interesting footnote to this story, Svechinskaya was named World’s Sexiest Hacker at
one point due to her stunning good looks. I mention this point to illustrate the fact
that the image of a hacker living in a basement, being socially awkward, or being really
nerdy looking is gone. In this case the hacker in question was not only very skilled and
dangerous but also did not fit the stereotype of what a hacker looks like.

In the mid-2000s, the Stuxnet virus was uncovered in Iran and was shown to be
specifically designed to attack the systems involved in uranium production. What
made the virus unique is the fact that it targeted only a very specific set of systems,
and anything not meeting these requirements was ignored.

Originating in 2003, the hacking group Anonymous has attacked multiple targets
including local government networks, news agencies, and others. The group is still
active and has committed several other high-profile attacks up to the current day.

The previous examples represent some of the higher-profile incidents that have occurred,
but for every news item or story that makes it into the public consciousness, many more
never do. Note that for every incident that is made public, only a small number of the
individuals who carry them out are caught, and an even smaller number are prosecuted
for cybercrime. In any case, hacking is indeed a crime, and anyone engaging in such
activities can be prosecuted under laws that vary from location to location. The volume,
frequency, and seriousness of attacks have only increased and will continue to do so as
technology evolves.

Here are some generic examples of cybercrime:

o Stealing passwords and usernames, or using vulnerabilities in a system to gain access,
falls under the category of theft of access and the stealing of services and resources
that the party would not otherwise be given access to. In some cases stealing
credentials but not using them is enough to constitute a cybercrime. In a few states
even sharing usernames and passwords with a friend or family member is a crime.

Network intrusions are a form of digital trespassing where a party goes someplace that
they would not otherwise have access to. Access to any system or group of systems to
which a party would not normally be given access is considered a violation of the
network and therefore a cybercrime. In some cases the actual intrusions may not even
involve hacking tools; the very act of logging into a guest account without permission
may be sufficient to be considered an intrusion.

Social engineering is both the simplest and the most complex form of hacking or
exploiting a system by going after its weakest point, the human element. On the one
hand, this is easy to attempt because the human being is many times the most
accessible component of a system and the simplest to interact with. On the other
hand, it can be extremely difficult to read both the spoken and unspoken cues to get
information that may be useful to the attacker.



e Posting and/or transmitting illegal material has gotten to be a difficult problem to
solve and deal with over the last decade. With the increased use of social media and
other Internet-related services, illegal material can spread from one corner of the
globe to another in a very short period of time.

e Fraud is the deception of another party or parties to elicit information or access
typically for financial gain or to cause damage.

o Software piracy is the possession, duplication, or distribution of software in violation
of a license agreement or the act of removing copy protection or other license-
enforcing mechanisms. Again this has become a massive problem with the rise of file-
sharing services and other mechanisms designed to ease sharing and distribution; in
many cases the systems are used for distribution without the system owner’s consent.

e Dumpster diving is the oldest and simplest way to gather material that has been
discarded or left in unsecured or unguarded receptacles. Often, discarded data can be
pieced together to reconstruct sensitive information.

¢ Malicious code refers to items such as viruses, worms, spyware, adware, rootkits, and
other types of malware. This crime covers any type of software deliberately written to
wreak havoc and destruction or disruption.

e Unauthorized destruction or alteration of information includes modifying, destroying,
or tampering with information without permission.

e Embezzlement is a form of financial fraud that involves theft or redirection of funds
as a result of violating a position of trust. The crime has been made much easier
through the use of modern digital means.

¢ Data-diddling is the unauthorized modification of information to cover up activities.

¢ Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks are ways to
overload a system’s resources so it cannot provide the required services to legitimate
users.

e Ransomware is a relatively newer class of malware that is designed to hunt down and
encrypt files on a target system. Once such files are found, the code will encrypt the
data and then tell the victim that they must pay a certain amount to get their data

back.

The Evolution and Growth of Hacking

As you will see in this book, attacks and strategies have improved and evolved over the
years in ways you may not be aware of. Attackers have constantly sought to up their game
with new tactics and strategies to include various types of malware such as worms, spam,
spyware, adware, and even rootkits. Although they have long known how to harass and
irritate the public, in recent years they have caused ever bolder disruptions by preying on
our connected lifestyle.



Hackers have also started to realize that it is possible to use their skills to generate money
in many interesting ways. For example, attackers have used techniques to redirect web
browsers to specific pages that generate revenue for themselves. Another example is a
spammer sending out thousands upon thousands of email messages that advertise a
product or service. Because sending out bulk email costs mere pennies, it takes only a
small number of purchasers to make a nice profit.

The field you are entering (or may already be working in as a security administrator or
engineer) is one that changes rapidly. In this field attacker and defender are in an ongoing
struggle to gain dominance. Because attackers have become highly flexible and adaptable,
so must you be as an ethical hacker. Your ability to think outside the box will serve you
well as you envision new strategies and potential attacks before they are used against you.
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é Whenever you encounter a new technology or new situation, always try to
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think of different ways the situation or technology can be used. Think, for example,
how a device such as a tablet or smartphone can be used in ways different from what
the designer or architect envisioned. Also keep an eye open for weaknesses or
vulnerabilities that can be exploited. Train your mind to think outside the norm and
think like someone who is trying to cause harm or get away with something. As an
ethical hacker you will be expected to think along these lines but in a benevolent
manner.
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Making your life as a security manager even harder today is that attackers have adopted a
new pack mentality that makes defensive measures and planning much harder. In the
early days the attacking person was just that—one person. Nowadays groups such as
Anonymous and LulzSec have shown us quite convincingly that attacking in numbers
makes a difference even in the cyberworld. The collective or hive-like mentality has
reaped huge benefits for attackers who are able to employ multiple methods in a short
period of time to obtain impressive results. Such groups or packs are able to enhance
their effectiveness by having a wide range of numbers, diversity, or complementary skill
sets and also by the lack of any clear leadership structures. Also adding to the concern is
that some groups can be linked to criminal or terrorist organizations.

In this book you will learn these methods and what is being used on the front lines to
perpetrate increasingly complex and devastating attacks. You must be aware of how these
attacks have evolved, how technology has played a part, and how the law is dealing with
an ever more complicated landscape.

You will also learn more about the motivations of attackers and their mind-set. This is
one of the challenges that you will have as an ethical hacker: understanding and
empathizing with your attackers. Understanding the motivations can, in some cases, yield
valuable insight into why a given attack has been committed or may be committed against
an asset. For now you should keep in mind that an attacker needs three things to carry



out a crime:

e Means, or the ability to carry out their goals or aims, which in essence means that they
have the skills and abilities needed to complete the job

e Motive, or the reason to be pursuing the given goal

¢ Opportunity, or the opening or weakness needed to carry out the threat at a given time



So, What Is an Ethical Hacker?

When you explore this book and the tools it has to offer, you are learning the skills of the
hacker. But we can’t leave it at that, because you need to be an ethical hacker, so let’s
explore what that means.

Ethical hackers are employed either through contracts or direct employment to test the
security of an organization. They use the same skills and tactics as a hacker but with
permission from the system owner to carry out their attack against the system. In
addition, ethical hackers do not reveal the weaknesses of an evaluated system to anyone
other than the system owner. Finally, ethical hackers work under contract for a company
or client, and their contracts specify what is off-limits and what they are expected to do.
Their role depends on the specific needs of a given organization. In fact, some
organizations keep teams on staff specifically to engage in ethical hacking activities.
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Types of Hackers

The following are categories of hackers:

Script Kiddies These hackers have limited or no training and know how to use only
basic techniques or tools. Even then they may not understand any or all of what they
are doing.

White-Hat Hackers These hackers think like the attacking party but work for the
good guys. They are typically characterized by having a code of ethics that says
essentially they will cause no harm. This group is also known as ethical hackers or
pentesters.

Gray-Hat Hackers These hackers straddle the line between good and bad and have
decided to reform and become the good side. Once they are reformed, they still might
not be fully trusted.

Black-Hat Hackers These hackers are the bad guys who operate on the opposite
side of the law. They may or may not have an agenda. In most cases, black-hat
hacking and outright criminal activity are not far removed from each other.

Suicide Hackers These hackers try to knock out a target to prove a point. They are
not stealthy, because they are not worried about getting caught or doing prison time.
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What Are Your Responsibilities?

One of the details you need to understand early and never forget is permission. As an
ethical hacker you should never target a system or network that you do not own or have
permission to test. If you do so, you are guilty of any number of crimes, which would be
detrimental not only to your career but perhaps to your freedom as well. Before you test a
target, you should have a contract in hand from the owner giving you permission to do so.



Also remember that you should test only those things you have been contracted to test. If
the customer or client decides to add or remove items from the test, the contract must be
altered to keep both parties out of legal trouble. Take special notice of the fact that ethical
hackers operate with contracts in place between themselves and the target. Operating
without permission is unethical; operating without a contract is downright stupid and
illegal.

In addition, a contract must include verbiage that deals with the issue of confidentiality
and privacy. It is possible that during a test you will encounter confidential information
or develop an intimate knowledge of your client’s network. As part of your contract you
will need to address whom you will be allowed to discuss your findings with and whom
you will not. Generally clients will want you to discuss your findings only with them and
no one else.

According to the International Council of Electronic Commerce Consultants (EC-Council)
you, as a CEH, must keep private any confidential information gained in your
professional work (in particular as it pertains to client lists and client personal
information). You cannot collect, give, sell, or transfer any personal information (such as
name, email address, Social Security number, or other unique identifier) to a third party
without your client’s prior consent. Keep this in mind since a violation of this code could
not only cause you to lose trust from a client but also land you in legal trouble.
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'l . . . . .
é" Contracts are an important detail to get right; if you get them wrong it could

easily mean legal problems later. The problem with contracts is that most people find
the legalese nearly impossible to understand and the amount of preparation
intimidating to say the least. I strongly recommend that you consider getting a
lawyer experienced in the field to help you with contracts.

A contract is essential for another extremely important reason as well: proof.
Without a contract you have no real proof that you have permission from the system
owner to perform any tests.
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Once ethical hackers have the necessary permissions and contracts in place, they can
engage in penetration testing, also known as pen testing. This is the structured and
methodical means of investigating, uncovering, attacking, and reporting on the strengths
and vulnerabilities of a target system. Under the right circumstances, pen testing can
provide a wealth of information that the owner of a system can use to plan and adjust
defenses.



Bad Guys and Good Guys, or Hackers and Ethical Hackers

The difference between an ethical hacker and a hacker is something that can easily
get you into an argument. Just saying the word hacker in the wrong place can get you
into an hours-long conversation of the history of hacking and how hackers are all
good guys who mean nothing but the best for the world. Others will tell you that
hackers are all evil and have nothing but bad intentions. In one case I was even told
that hackers were originally model-train enthusiasts who happened to like
computers.

You must understand that for us, hackers are separated by intentions. In our
worldview hackers who intend to cause harm or who do not have permission for
their activities are considered black hats, whereas those who do have permission and
whose activities are benign are white hats. Calling one side good and the other bad
may be controversial, but in this book we will adhere to these terms:

Black Hats They do not have permission or authorization for their activities;
typically their actions fall outside the law.

White Hats They have permission to perform their tasks. White hats never share
information about a client with anyone other than that client.

Gray Hats These hackers cross into both offensive and defensive actions at different
times.

Another type of hacker is the hacktivist. Hacktivism is any action that an attacker
uses to push or promote a political agenda. Targets of hacktivists have included
government agencies and large corporations.
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Code of Conduct and Ethics

As an ethical hacker you will need to make sure that you adhere to a code of conduct or
ethics to ensure you remain trustworthy (and employed). In the case of the EC-Council’s
CEH credential you are expected to adhere to their Code of Ethics in your dealings lest
you be decertified.

In order to make sure you fully understand what you will be expected to abide by when
you become a CEH, I have provided the official EC-Council Code of Ethics here (with
slight rewording for clarity). Read it and know it to make sure you are comfortable with
everything expected of you as a CEH.

e Keep private and confidential information gained in your professional work (in
particular as it pertains to client lists and client personal information). Not collect,
give, sell, or transfer any personal information (such as name, email address, Social
Security number, or other unique identifier) to a third party without client prior
consent.




Protect the intellectual property of others by relying on your own innovation and
efforts, thus ensuring that all benefits vest with its originator.

Disclose to appropriate persons or authorities potential dangers to any e-commerce
clients, the Internet community, or the public that you reasonably believe to be
associated with a particular set or type of electronic transactions or related software or
hardware.

Provide service in your areas of competence, being honest and forthright about any
limitations of your experience and education. Ensure that you are qualified for any
project on which you work or propose to work by an appropriate combination of
education, training, and experience.

Never knowingly use software or a process that is obtained or retained either illegally
or unethically.

Not engage in deceptive financial practices such as bribery, double billing, or other
improper financial practices.

Use the property of a client or employer only in ways properly authorized and with the
owner’s knowledge and consent.

Disclose to all concerned parties those conflicts of interest that cannot reasonably be
avoided or escaped.

Ensure good management for any project you lead, including effective procedures for
promotion of quality and full disclosure of risk.

Add to the knowledge of the e-commerce profession by constant study, share the
lessons of your experience with fellow EC-Council members, and promote public
awareness of benefits of electronic commerce.

Conduct yourself in the most ethical and competent manner when soliciting
professional service or seeking employment, thus meriting confidence in your
knowledge and integrity.

Ensure ethical conduct and professional care at all times on all professional
assignments without prejudice.

Not associate with malicious hackers nor engage in any malicious activities.

Not purposefully compromise or cause to be compromised the client organization’s
systems in the course of your professional dealings.

Ensure all penetration testing activities are authorized and within legal limits.

Not take part in any black-hat activity or be associated with any black-hat community
that serves to endanger networks.

Not be part of any underground hacking community for purposes of preaching and
expanding black-hat activities.



¢ Not make inappropriate reference to the certification or misleading use of certificates,
marks, or logos in publications, catalogues, documents, or speeches.

e Not be in violation of any law of the land or have any previous conviction.

Ethical Hacking and Penetration Testing

Ethical hackers engage in sanctioned hacking—that is, hacking with permission from the
system’s owner. In the world of ethical hacking, most tend to use the term pentester,
which is short for penetration tester. Pentesters do simply that: penetrate systems like a
hacker but for benign purposes.

As an ethical hacker and future test candidate, you must become familiar with the lingo of
the trade. Here are some of the terms you will encounter in pen testing;:

Hack Value This term describes a target that may attract an above-average level of
attention from an attacker. Presumably because this target is attractive, it has more value
to an attacker because of what it may contain.

Target of Evaluation A target of evaluation (TOE) is a system or resource that is being
evaluated for vulnerabilities. A TOE would be specified in a contract with the client.

Attack This is the act of targeting and actively engaging a TOE.
Exploit This is a clearly defined way to breach the security of a system.

Zero Day This describes a threat or vulnerability that is unknown to developers and has
not been addressed. It is considered a serious problem in many cases.

Security This is a state of well-being in an environment where only actions that are
defined are allowed.

Threat This is considered to be a potential violation of security.

Vulnerability This is a weakness in a system that can be attacked and used as an entry
point into an environment.

Daisy Chaining This is the act of performing several hacking attacks in sequence with
each building on or acting on the results of the previous action.

As an ethical hacker, you will be expected to take on the role and use the mind-set and
skills of an attacker to simulate a malicious attack. The idea is that ethical hackers
understand both sides, the good and the bad, and use this knowledge to help their clients.
By understanding both sides of the equation, you will be better prepared to defend
yourself successfully. Here are some things to remember about being an ethical hacker:

e You must have explicit permission in writing from the company being tested prior to
starting any activity. Legally, the person or persons who must approve this activity or
changes to the plan must be the owner of the company or their authorized
representative. If the scope changes, you must update the contract to reflect those
changes before performing the new tasks.



¢ You will use the same tactics and strategies as malicious attackers.

e You have the potential to cause the same harm that a malicious attack will cause and
should always consider the effects of every action you carry out.

e You must have knowledge of the target and the weaknesses it possesses.

¢ You must have clearly defined rules of engagement prior to beginning your assigned
job.

¢ You must never reveal any information pertaining to a client to anyone but the client.
o If the client asks you to stop a test, do so immediately.

e You must provide a report of your results and, if asked, a brief on any deficiencies
found during a test.

¢ You may be asked to work with the client to fix any problems that you find. As I will
discuss several times in this text, never accept a verbal agreement to expand test
parameters. A verbal agreement has no record, and there is a chance of getting sued if
something goes wrong and there’s no record.

Under the right circumstances and with proper planning and goals in mind, you can
provide a wealth of valuable information to your target organization. Working with your
client, you should analyze your results thoroughly and determine which areas need
attention and which need none at all. Your client will determine the perfect balance of
security versus convenience. If the problems you uncover necessitate action, the next
challenge is to ensure that existing usability is not adversely affected if security controls
are modified or if new ones are put in place. Security and convenience often conflict: The
more secure a system becomes, the less convenient it tends to be. Figure 1.1 illustrates
this point.

Security Convenience

Figure 1.1 Security versus convenience analysis

Although ethical hacking sometimes occurs without a formal set of rules of engagement,
pen testing does require rules to be agreed on in advance in every case. If you choose to
perform a pen test without having certain parameters determined ahead of time, it may
be the end of your career if something profoundly bad occurs. For example, not having
the rules established before engaging in a test could result in criminal or civil charges,
depending on the injured party and the attack involved. It is also entirely possible that
without clearly defined rules, an attack may result in shutting down systems or services
and stopping the functioning of a company completely, which again could result in huge
legal and other issues for you.



When a pen test is performed it typically takes one of three forms: white box, gray box, or
black box. The three forms of testing are important to differentiate because you may be
asked to perform any one of them at some point during your career, so let’s take a
moment to describe each:

Black Box A type of testing in which the pentester has little or no knowledge of the
target. This situation is designed to closely emulate the situation an actual attacker would
encounter because they would presumably have an extremely low level of knowledge of
the target going in.

Gray Box A form of testing where the knowledge given to the testing party is limited. In
this type of test, the tester acquires knowledge such as IP addresses, operating systems,
and the network environment, but that information is limited. This type of test would
closely emulate the type of knowledge that someone on the inside might have; such a
person would have some knowledge of a target but not always all of it.

White Box A form of testing in which the information given to the tester is complete.
This means that the pentester is given all information about the target system. This type
of test is typically done internally or by teams that perform internal audits of systems.

Another way to look at the different types of testing and how they stack up is shown in
Table 1.1.

Table 1.1 Available types of pen tests

Type Knowledge
White box Full

Gray box Limited
Black box None
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e: Do not forget the terms black box, white box, and gray box because you will

be seeing them again both in this book and in the field. As you can see, the terms are
not that difficult to understand, but you still should make an effort to commit them
to memory.
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In many cases, you will be performing what is known as an IT audit. This process is used
to evaluate and confirm that the controls that protect an organization work as advertised.
An IT audit is usually conducted against some standard or checklist that covers security
protocols, software development, administrative policies, and IT governance. However,
passing an IT audit does not mean that the system is completely secure; the criteria for
passing an audit may be out of date compared with what is currently happening in the
industry.

An ethical hacker tries to preserve what is known as the CIA triad: confidentiality,



integrity, and availability. The following list describes these core concepts. Keep these
concepts in mind when performing the tasks and responsibilities of a pentester:

Confidentiality The core principle that refers to the safeguarding of information and
keeping it away from those not authorized to possess it. Examples of controls that
preserve confidentiality are permissions and encryption.

Integrity Deals with keeping information in a format that is true and correct to its
original purposes, meaning that the data that the receiver accesses is the data the creator
intended them to have.

Availability The final and possibly one of the most important items that you can
perform, availability deals with keeping information and resources available to those who
need to use it. Information or resources, no matter how safe and sound, are useful only if
they are available when called upon.
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e" CIA is possibly the most important set of goals to preserve when you are

assessing and planning security for a system. An aggressor will attempt to break or
disrupt these goals when targeting a system. As an ethical hacker your job is to find,
assess, and remedy these issues whenever they are discovered to prevent an
aggressor from doing harm.
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Another way of looking at this balance is to observe the other side of the triad and how
the balance is lost. Any of the following break the CIA triad:

e Disclosure is the inadvertent, accidental, or malicious revealing or allowing access of
information or resources to an outside party. If you are not authorized to have access
to an object, you should never have access to it.

e Alteration is the counter to integrity; it deals with the unauthorized modification of
information. This modification can be caused by corruption, accidental access that
leads to modification, or modifications that are malicious in nature.

e Disruption (also known as loss) means that authorized access to information or
resources has been lost. Information is useless if it is not there when it is needed.
Although information or other resources can never be 100 percent available, some
organizations spend the time and money to ensure 99.999 percent uptime for critical
systems, which averages about six minutes of downtime per year.
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e: Think of these last three points as the anti-CIA triad or the inverse of the

CIA triad. The CIA triad deals with preserving information and resources, whereas
the anti-CIA triad deals with violating those points. You can also think of the anti-
CIA triad as dealing with the aggressor’s perspective rather than the defender’s.
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An ethical hacker will be entrusted with ensuring that the CIA triad is preserved at all
times and threats are dealt with in the most appropriate manner available (as required by
the organization’s own goals, legal requirements, and other needs). For example, consider
what could happen if an investment firm or defense contractor suffered a disclosure
incident at the hands of a malicious party. The results would be catastrophic with lawsuits
from customers and investigation by law enforcement if that information was personal in
nature (such as health or financial).

It is also important to consider two supporting elements to the CIA triad, which are non-
repudiation and authentication.

Non-repudiation Non-repudiation is the concept that once an action is carried out by a
party it cannot be denied by that party. For example, by using techniques such as digital
signatures it is possible to definitively say who sent a message without any possibility of
denial that they were the originator of the message.

Authenticity Authenticity is the ability to state that an object such as a piece of data or
message came from a legitimate and identifiable source. This is an important property for
an item to have because it states that the source of an action is valid and known. Because
the sender has signed their digital signature with their private key, the subsequent
verification of the signature using their public key proves the sender’s identity and thus
authenticates the sender and the origin of the message.
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e In this book you will encounter legal issues several times. You are
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responsible for checking the details of what laws apply to you, and you will need to
get a lawyer to do that. You should be conscious of the law at all times and recognize
when you may be crossing into a legal area that you need advice on.
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Hacking Methodologies

A hacking methodology refers to the step-by-step approach used by an aggressor to attack
a target such as a computer network. There is no specific step-by-step approach used by
all hackers. As can be expected when a group operates outside the rules as hackers do,
rules do not apply the same way. A major difference between a hacker and an ethical
hacker is the code of ethics to which each subscribes.

The following steps, illustrated in Figure 1.2, typically make up the hacking process:

e Footprinting means that you are using primarily passive methods of gaining
information from a target prior to performing the later active methods. Typically, you
keep interaction with your target to a minimum to avoid detection, thus alerting the
target that something is coming in their direction. A myriad of methods are available
to perform this task, such as Whois queries, Google searches, job board searches, and
discussion groups. We will examine this topic in Chapter 4, “Footprinting.”



Scanning is the phase in which you take the information gleaned from the
footprinting phase and use it to target your attack much more precisely (see Chapter 5,
“Scanning”). The idea here is to act on the information from the prior phase, not to
blunder around without purpose and set off alarms. Scanning means performing tasks
like ping sweeps, port scans, and observations of facilities. One of the tools you will
use is Nmap, which is very useful for this purpose.

Enumeration is the next phase (see Chapter 6, “Enumeration”), where you extract
much more detailed information about what you uncovered in the scanning phase to
determine its usefulness. Think of the information gathered in the previous phase as
walking down a hallway and rattling the doorknobs, taking note of which ones turn
and which ones do not. Just because a door is unlocked doesn’t mean anything of use
is behind it. In this phase you are looking behind the door to see if there is anything of
value behind it. Results of this step can include a list of usernames, groups,
applications, banner settings, and auditing information.

System hacking (Chapter 7, “System Hacking”) follows enumeration. You can now
plan and execute an attack based on the information you uncovered. You could, for
example, start choosing user accounts to attack based on the ones uncovered in the
enumeration phase. You could also start crafting an attack based on service
information uncovered by retrieving banners from applications or services.

Escalation of privilege is the hacking phase, where you can start to obtain privileges
that are granted to higher privileged accounts than you broke into originally.
Depending on your skills, it might be possible to move from a low-level account such
as a guest account all the way up to administrator or system-level access.

Covering tracks is the phase when you attempt to remove evidence of your presence
in a system. You purge log files and destroy other evidence that might give away the
valuable clues needed for the system owner to determine an attack occurred. Think of
it this way: If someone were to pick a lock to get into your house versus throwing a
brick through the window, the clues are much less obvious in the former than the
latter. In the latter case you would look for what the visitor took immediately, and in
the former case you might notice the break-in much later, after the trail had gone cold.

Planting of backdoors means to leave something behind that would enable you to
come back later if you wanted. Items such as special accounts or Trojan horses come
to mind.
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Figure 1.2 The hacking process
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)"’ Both ethical hackers and hackers follow similar processes as the one
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outlined here though in less or stricter ways. Hackers are able to write their own
rules and use the process however they want without concern or reasons except
those that make sense to themselves. Ethical hackers follow the same type of process
as seen here with little modification, but they have added something that hackers do
not have: Ethical hackers not only will have permission prior to starting the first
phase but will also be generating a report that they will present at the end of the
process. The ethical hacker will be expected to keep detailed notes about what is
procured at each phase for later generation of that report.

When you decide to carry out this process, seek your client’s guidance and ask the
following questions along with any others that you think are relevant. During this phase,
your goal is to clearly determine why a pen test and its associated tasks are necessary.

Why did the client request a pen test?



¢ What is the function or mission of the organization to be tested?
e What will be the constraints or rules of engagement for the test?
e What data and services will be included as part of the test?

¢ Who is the data owner?

e What results are expected at the conclusion of the test?

e What will be done with the results when presented?

e What is the budget?

e What are the expected costs?

¢ What resources will be made available?

e What actions will be allowed as part of the test?

e When will the tests be performed?

¢ Will insiders be notified?

o Will the test be performed as black or white box?

e What conditions will determine the success of the test?

e Who will be the emergency contacts?

Pen testing can take several forms. You must decide, along with your client, which tests
are appropriate and will yield the desired results. Tests that can be part of a pen test may
include the following:

¢ An insider attack is intended to mimic the actions that may be undertaken by internal
employees or parties who have authorized access to a system.

e An outsider attack is intended to mimic those actions and attacks that would be
undertaken by an outside party.

e A stolen equipment attack is a type of attack where an aggressor steals a piece of
equipment and uses it to gain access or extracts the information desired from the
equipment itself.

¢ A social engineering attack is a form of attack where the pentester targets the users of
a system seeking to extract the needed information. The attack exploits the trust
inherent in human nature.

Once you discuss each test, determine the suitability of each, and evaluate the potential
advantages and side effects, you can finalize the planning and contracts and begin testing.

When you are undertaking an actual test against a system or environment you must be
prepared to think as a malicious party would in the same conditions. Remember that as a
pentester you must understand the tools and techniques and use them the same way a
bad guy would; however, you temper that with the mindset that you are doing this to help



the client and only with their permission would you carry out a test. Be prepared for
problems to arise and roadblocks to emerge during the test; you’ll have to deal with them
each accordingly much like a malicious party would when attacking a target. The idea is to
understand how an attack can or would happen, what an attacker would encounter, and
how to defeat it. You must understand both sides, the good and the bad, and use this
knowledge to help the clients and customers.

Penetration testing does require rules to be agreed upon in advance in every case. If a
penetration tester chooses to perform a penetration test without having certain
parameters determined ahead of time, it may be the end of that tester’s career if
something profoundly bad occurs. For example, not having the rules established prior to
engaging in a test could result in criminal or civil charges, depending on the injured party
and the attack involved. It is also entirely possible that without clearly defined rules, an
attack may result in shutting down systems or services and stopping the functioning of a
company completely, which again could result in huge legal and other issues for the
tester.

With these goals in mind and a good plan, a penetration tester should be on track to
extract valuable information from the target. Whatever vulnerabilities, weaknesses, or
other problems you find during your test should be fully documented and ranked in order
of seriousness or importance. Once this is complete, the tester should be prepared to
present a detailed report of their findings to the client. Presentation of the report may be
the last task the tester has, or there may be additional steps. Expect any one of the
following outcomes to occur upon completion of the testing phase:

¢ Presentation of the report to the client—This is just what it states; the report is
generated and handed over to the client, and if they need any further explanations or
discussion they will request it. If no explanation is needed, then the testing and
reporting process is complete and the job is finished.

¢ Presentation plus recommendations—If the client requests it, the tester will explain
the results of the test and then propose recommendations to fix the problems
discovered. The client may not ultimately use all or any of the recommendations, but
they will request them to see what needs to be done.

e Presentation plus recommendation with remediation—In this particular outcome the
test is completed and the review and recommendations are made. What differentiates
this outcome from the others is that the client asks the tester to get involved at some
level with actually implementing fixes.

Ultimately the client will determine what the next steps are and if this actually involves
the testing party or not. The client will decide what the perfect balance of security versus
convenience is in their environment and if the recommended fixes will maintain their
desired balance. In other words, the client should not look at the results and immediately
start thinking that they must fix every problem because doing so may impair the
usefulness of the system. If the problems uncovered necessitate action, the next
challenge is to ensure that if security controls are modified or if new ones are put in place,



existing usability is not adversely affected.

Your role as a penetration tester is to provide your expertise to the client and try to
answer their questions. Be proactive and attempt to address questions that they may have
ahead of time, and always be available to answer questions after the fact should they have
questions later on about your report.

Vulnerability Research and Tools

An important part of your toolkit as an ethical hacker will be the information gathered
from vulnerability research. This process involves searching for and uncovering
vulnerabilities in a system and determining their nature. In addition, the research seeks
to classify each vulnerability as high, medium, or low. You or other security personnel can
use this research to keep up to date on the latest weaknesses involving software,
hardware, and environments.

The benefit of having this information is that an administrator or other personnel could
use this information to position defenses. The information may also show where to place
new resources or be used to plan monitoring.

Vulnerability research is not the same as ethical hacking in that it passively uncovers
security issues, whereas the process of ethical hacking actively looks for the
vulnerabilities. However, vulnerability scanning may be utilized as part of a test but not
by itself.

What Is Incident Response?

As a penetration tester your job is to provide information that will reduce the chance of a
security breach or incident to the lowest possible level, but does a regular user have no
responsibility? Absolutely not; users have an important role to play as well. So as a well-
prepared individual, you must plan how you will react when a security incident occurs or
follow the plans the company or client provides to you. Planning ahead or knowing plans
others have made will be beneficial because it will give you the edge when determining
what to do after an incident and how to do it. Proper security incident response will
determine if an incident is dealt with swiftly and completely or if it gets worse and out of
control.

One of the first things to keep in mind when thinking about incident response is the fact
that you may very well be dealing with something that falls under the banner of crime
and as such will require that you take special care. Responding to an incident of computer
crime can be particularly challenging and should be left to professionals because the
evidence that needs to be collected is intangible and can prevent a case from being
prosecuted if you damage it.

Before going too far, however, it is worth defining what is inferred by the term computer
crime. Computer crime is defined as any criminal act during which a computer or
computing device is used in the commission of a crime. The goal of computer crime can



be anything that negatively impacts in some way, shape, or form the operations of a
company, individual, or government. By its very nature computer crime does not
discriminate against activities that are initiated via the Internet or launched internally
against a private network.

Incident Response Policies

The next detail that is important when considering incident response is incident response
policy (IRP). The IRP defines the course of action that a company or organization will
take in the time following a security incident. An IRP specifies many details, but the
following are usually always included:

¢ Who will determine when and if a security incident has occurred

Which individuals and/or departments are to be notified

The means through which they will be notified

Who will be responsible for responding to the incident

e Appropriate response guidelines

What you as a system administrator will be responsible for doing in the event of an
incident

So who will be involved in the incident response process? This depends on the
organization, assets involved, and the overall severity of the situation. Several
departments within an organization can work together such as human resources, public
relations, information technology, corporate security, and others. The idea is to get the
appropriate personnel and departments involved in order to properly deal with the
situation at hand. The personnel involved can also determine which information can be
released and to whom. For example, employees may not be privy to all the details of a
security incident and may be informed only on a need-to-know basis.

Typically you will not be included in the development of this policy, but you will be
included as someone who must follow it when the time comes and an incident has been
declared by the person in charge.

Phases of an Incident and Response

There exist a number of phases in the incident response process; each incident will
traverse these phases as the incident occurs, evolves, and moves to its final resolution.
While an end user will not be truly aware of each of the phases of incident response,
having some idea of the big picture may help you understand what you are doing and why
you are being asked to do it. Each phase has distinct actions that take place within it,
which you will learn more about as you move on, but for now let’s take a high-level look
at the incident response process itself. Table 1.2 covers what is generally accepted by the
National Institute of Standards and Technology (NIST) and others as the phases of
incident response.



Table 1.2 The phases of incident response

Phase
Response

Triage

Investigation

Description

It is important to early on establish just what has actually occurred. Is the
incident an actual security incident or is it something else? The incident

response team will be the ones responsible for making this determination
as well as making the determination or discovery as to what was impacted.

The next step after the determination that a security incident has occurred
is to determine how seriously the incident has impacted critical systems.
Remember, not all systems or services will be affected the same way, and
so some will require more attention than others. Also remember that some
systems are more mission critical than others and will require more
attention as well. In a computer crime security incident scenario, once the
incident response team has evaluated the situation and determined the
extent of the incidents, a triage approach will be implemented and the
situation will be responded to according to criticality. If multiple events
have occurred, the most serious event will be addressed first and
remaining events will be investigated based on risk level.

Once the response team discovers the cause of the problem, the
investigative process can start. The investigation is designed to
methodically collect evidence without destroying or altering it in any way.
This process can be performed by internal personnel or by an external
team where appropriate. The key point in either case is that the team
involved in the investigative process understands how to collect the
evidence properly because the end result of the process may be to take this
collected information to court. So who may investigate a security incident
may vary depending on the extent and type of security breach. In some
cases internal teams or consultants may be all that’s needed to investigate
and analyze a crime scene; however, in some cases that may not be
enough. It is possible under certain conditions to get local law
enforcement involved in the investigation of a crime. This option will vary
depending on the skills that the local law enforcement have. Some police
departments are adept at dealing with computer crime, but this is not
always the case. Investigations should never be taken lightly, and once
local law enforcement is involved other issues arise. Police departments
may not be able to respond in a timely fashion because corporate security
problems are not part of the police mission and therefore are low priority.

Containment It is necessary early on in the process of incident response to contain and

control the crime scene as much as possible. When considering a crime
scene it is important that no alterations or tampering of any sort occur to
avoid damaging of evidence. This means that the crime scene should not
be tampered with in any way including disconnecting any devices, wires, or



peripherals or even shutting down the system. It is important to let trained
professionals do their job at the crime scene.

Analysis and Evidence that has been gathered is useless unless it is examined and

tracking dissected to determine what has occurred. At this point the company will
either be involving external professionals to examine the evidence or
employing its own internal teams. These teams will be responsible for
determining what evidence is relevant to the investigation and what is not.
Additionally the team must maintain the chain of custody, which means
that evidence must be accounted for and under positive control of the team
at all times.

Recovery During the recovery phase it is assumed that all relevant evidence has been
collected and the crime scene has been cleaned. At this point the crime
scene investigation has been completed and the effected systems can be
restored and returned to service. This process will include restoring and
rebuilding operating systems with their applications and data from
backups or drive images.

Repair In the event that a system has experienced substantial damage in the
course of an attack, it becomes necessary to repair the system. The
recovery process is designed to deal with rebuilding a system after
evidence has been collected, but it does not account for potential damage
done that may need to be repaired. Also, the collection of evidence may
have required the removal of components to preserve the evidence, and
those components will need to be replaced.

Debriefing When the situation is under control, you will need to debrief and obtain

and feedback feedback from all involved. The incident happened for a reason;
presumably at this point you have determined what this reason is, at least
in some part. The goal of this phase is to determine what the company did
right, what it did wrong, and how to improve. Additionally, depending on
the crime it may be necessary to start the process of informing clients and
other agencies and regulatory bodies of the breach. This last point may be
the most important one because failure to inform the appropriate
regulatory bodies can mean you or your company is guilty of a crime.

It is important to note that the actual phases described here may vary wildly between
organizations because they fine-tune the incident response process to their own needs.
You may work in an industry that is heavily regulated and that has its own requirements
that dictate a unique incident response process.

Incident Response Team

As organizations grow in size and importance it is likely that they will build or already
have a group known as an incident response team. These teams will comprise individuals
who have the training and experience to properly collect and preserve evidence of a crime



and the associated components of the response process. You may, depending on your
experience and background, be asked to participate in these teams in the event an
incident occurs. Of course, you will know ahead of time and be prepared so you are ready
when and if the call ever comes. As part of the incident response team, you must be both
properly trained and have the requisite experience to respond to and investigate any
security incident.

One of the components of incident response is the first individuals to respond when an
incident is reported. In the broadest sense this can be the individuals appropriate for the
security incident, including the following:

e IT personnel
¢ Human resources

Public relations

Local law enforcement

Security officers
¢ Chief security officer

The goal of security response is to have a team in place that is well versed and aware of
how to deal with security incidents. These members will know what to do and have been
drilled on how to do it in the event an incident occurs. You may be asked, if you are not a
member of the team, to contact certain individuals if a security incident occurs and
determine what information to provide these first responders in order for them to do
their job properly.

Incident Response Plans

Once a security incident has been recognized and declared, it is vital that the team have a
plan to follow. This plan will include all the steps and details required to investigate the
crime as necessary.

Some of the elements required to investigate a security crime are the following;:
o If an IRP exists and is relevant, follow the process outlined in this plan.

e If an IRP does not currently exist, is out of data, or is irrelevant, then designate a lead
examiner for the process so there is a coordinated response.

¢ Examine and evaluate the nature of the events that occurred and, as much as possible,
determine the damage that has been incurred by the systems, services, and other
items involved.

e Document and identify all involved components of the incident as completely as
possible.

e Undertake a complete analysis to determine the different risk priorities for all
systems, services, and other processes involved.



¢ Evaluate the need for outside expertise or consultants.
e Determine if local law enforcement involvement is needed.

e Determine how to contain the crime scene, including hardware, software, and other
artifacts present.

¢ Decide how to collect the required evidence at the crime scene with special provisions
for electronic evidence, hardware, and other items.

¢ Set up a procedure for interviewing personnel who may have additional knowledge or
other information to share that would be beneficial to investigating the crime scene.

e Putin place a reporting mechanism for the crime and determine who should receive
the report, such as regulatory bodies.

Business Continuity Plan

At some point you may be asked to follow a business continuity plan (BCP). This policy
defines how the organization will maintain what is acceptable as normal day-to-day
business in the event of a security incident or other event disruptive to the business. This
plan will be called into play in the event that a disaster or severely disruptive event occurs
and causes the business to become unavailable. If a company provides services to
customers or clients and the business becomes unavailable, the company loses both
money and the faith of its customers—something that no business wants to experience.
The importance of the BCP cannot be understated because it is necessary in ensuring that
the business continues to perform and can continue to operate on a limited basis through
a disaster. A BCP is designed to ensure that vital systems, services, and documents that
support the business remain available to alert key stakeholders and recover assets even
when the bulk of critical systems are down.

Next to a BCP, and closely intertwined with it, is a disaster recovery plan (DRP). This
document outlines a policy that defines how personnel and assets will be safeguarded in
the event of a disaster and how those assets will be restored and brought back to an
operating state once the disaster passes. The DRP typically will include a list of
responsible individuals who will be involved in the recovery process, an inventory of vital
hardware and software, steps to respond to and address the outage, and how to rebuild
affected systems.

Supporting Business Continuity and Disaster Recovery

Several techniques can be used to keep the organization running and diminish the impact
of a disaster when it occurs. Some of these techniques are discussed in this section. While
some or all of these techniques may be out of your control, they are provided here for you
to understand what IT will do to keep services available for you and clients.

Fault tolerance is a valuable tool in the company arsenal because it provides the ability to
weather potential failures while providing some measure of service. While this service



may not be optimal, it should be enough to maintain some business operations even if
not at the normal level of performance. Fault-tolerant mechanisms include service and
infrastructure duplication designed to handle a component failure when it occurs.

Another mechanism commonly used by companies is high-availability architecture. This
is simply a gauge of how well the system is providing its services, specifically how
available the system actually is. Ideally a system should be available 100 percent of the
time, but in practice this is usually not possible and over long periods of time unlikely.
High availability simply states, as a percentage, how available a system is, so the closer a
system’s availability is to 100 percent, the less time it spends offline. High availability can
be attained by having redundant systems and reliable backup systems. When
implemented properly, it means that the services you rely on to do your job and provide
service to clients are available and ready to use for the greatest possible amount of time.

A document that is commonly mentioned when discussing high availability and fault
tolerance is a service-level agreement (SLA). This document spells out the obligations of
the service provider to you, the client. Specifically, an SLA is a legal contract that lays out
what the service provider will provide, at what performance level, and steps that will be
taken in the event of an outage. For an idea of what an SLA looks like, you can look at the
contract you signed with your cell phone provider. Cell phone providers use this
document to describe what they will provide and what you can expect should an outage
occur. This document can include specific performance and availability levels that are
expected and the associated penalties for not meeting these levels. Additionally it will
spell out the parties responsible and the extent of their responsibilities in the event of a
disaster, such as who will take care of the problems related to the disaster.

Alternate sites are another technique used in the event of a system failure or disaster. The
idea is to have another location to conduct business operations from in the event of a
disaster. Under ideal conditions all operations will be moved to an alternate site if the
primary or normal site is no longer able to provide services.

Not all alternate sites are created equal, however. There are three types of sites that an
organization can use:

e Cold site—This is the most basic type of alternate site and the least expensive to
operate. A cold site, by normal definition, does not include backed-up copies of data or
configuration data from the primary location. It also does not have any sort of
hardware set up and in place. The lack of these essentials makes the cold site the
cheapest option but also contributes to greater outage times because this
infrastructure will need to be built and the data restored prior to going back online.

e Warm site—This is the middle-of-the-road option, offering a balance between expense
and outage time. A warm site typically has some if not all of the hardware in place,
with other items such as power and Internet connectivity already established though
not to the degree that the primary site has in place. This type of site also has some
backups on hand, though they may be out of date by several days or even weeks.



e Hot site—This is the top option as far as capabilities go, offering little to no downtime
and the greatest expense. This type of site typically has a high degree of
synchronization with the primary site up to the point of completely duplicating the
primary site. The setup requires a high degree of complexity in the form of complex
network links and other systems and services designed to keep the sites in sync. This
level of complexity adds to the expense of the site but also has the advantage of
substantially reduced (or eliminated) downtime.

Before an alternate site can work, however, the company must have a data backup, and
this backup must be kept secure because it contains information about the company, its
clients, and its infrastructure. Backups should be stored safely and securely, with copies
kept both onsite and offsite to give optimal protection. In addition, backups should always
be stored on separate media and ideally in a locked location offsite. Most of the time,
these backups are encrypted for further protection of unauthorized disclosure if stolen.
Other safeguards should be taken to protect the backups from environmental concerns
such as fire, floods, and earthquakes, to name a few.

Recovering Systems

Secure recovery requires a number of items to be in place; primary among these is the
requirement to have an administrator designated to guide the recovery process. This
administrator may come to you as a trained employee to carry out the recovery process.
They may ask you to follow specific steps that you will have been trained in and indicate
what needs to be restored. As is the case with any backup and recovery process, you will
need to review the steps and relevance of the process and update the process where
necessary or at least consult with experts on what to do.

Planning for Disaster and Recovery

In order to properly plan for disaster recovery you will need to know where you stand,
specifically where the company stands. You need to completely assess the state of
preparedness of the organization and understand what you need to do to be properly
prepared.

In order to properly plan for disaster recovery, you should observe the following
guidelines and best practices:

e Once your organization has established a BCP it is important for this plan to undergo
regular testing and review. Consider conducting simulations and drills designed to
evaluate the efficacy of the plan.

¢ If the company has not recently tested the DRP, make it a point to do so. Much like
BCPs, consider the use of drills and other similar types of simulations to evaluate how
well the DRP functions.

¢ Always consider and evaluate the proper redundancy measures for all critical
resources. Look for adequate protection for systems such as servers, routers, and



other devices in the event they are needed for emergency use.

o Check with all critical service providers to ensure that they’ve taken adequate
precautions to guarantee that the services provided will be available.

e Check for the existence or the ability to obtain spare hardware wherever necessary.
Ensure that the devices are not only appropriate for use but also can be obtained
quickly in an emergency.

¢ Evaluate any existing SLAs currently in place so that you know what constitutes
acceptable downtime.

¢ Establish mechanisms for communication that do not require the company resources,
which may be unavailable. Such communication channels should also take into
account that power may be unavailable.

o Ensure that the organization’s designated hot site can be brought online immediately.

¢ Identify and document any and all points of failure, as well as any up-to-date
redundancy measures that have been put in place to safeguard these points.

¢ Ensure that the company’s redundant storage is secure.

Once the incident response process has been defined, at a high level at this point, you can
turn your attention to the collection of evidence from a crime scene. While you may be
involved in this process, it is possible that you will require special teams or external
consultants for this task.

In many cases companies will have specially trained professionals on staff or externally
contracted to respond to security incidents and collect evidence. It is important for you to
know which it is or at the very least who to contact in the event an incident happens.

Evidence-Collection Techniques

Proper collection of evidence is essential as stated previously and is something that is
best left to professionals. In addition, when a crime has been suspected it becomes
mandatory to have trained professionals involved in the process. If this is not you, then
you should not disturb the crime scene; rather you should contact a manager or someone
in charge for guidance on how to proceed. The process here is really one of forensics—the
methodical and defensible process of collecting information from a crime scene. This
process is best left to those professionals trained to do so because novices can
inadvertently damage evidence in such a way that makes the investigation impossible or
indefensible in court. Trained personnel will know how to avoid these blunders and
properly collect everything relevant.

Evidence Types

Evidence is the key to proving a case, and not all evidence is created equal and should not
be treated as such. Collecting the wrong evidence or treating evidence incorrectly can
have an untold impact on your company’s case, which should not be underestimated.



Table 1.3 lists some of the different types of evidence that can be collected and what
makes each unique.

Table 1.3 Types of evidence

Evidence
Best

Secondary

Direct

Conclusive

Opinion

Corroborative

Description

The best evidence is category evidence that is admissible by requirement
in any court of law. The existence of best evidence eliminates your ability
to use any copies of the same evidence in court.

Secondary evidence is a copy of the original evidence. This could be items
such as backups and drive images. This type of evidence may not always
be admissible in a court of law and is not admissible if best evidence of
the item exists.

Direct evidence is received as the result of testimony or interview of an
individual. This individual could have obtained their evidence as a result
of observation. Evidence in this category can be used to prove a case
based on its existence.

Conclusive evidence includes that which is above dispute. Conclusive
evidence is considered so strong that it directly overrides all other
evidence types by its existence.

Opinion evidence is derived from an individual’s gut feelings. Opinion
evidence is divided into the following types: Expert—Any evidence that is
based on known facts, experience, and an expert’s knowledge. Non-
expert—Any evidence that is derived from fact alone and comes from a
non-expert in the field.

Corroborative evidence is obtained from multiple sources and is
supportive in nature. This type of evidence cannot stand on its own and
is used to bolster the strength of other evidence.

Circumstantial Circumstantial evidence can be obtained from multiple sources, but

unlike corroborative evidence it is only able to indirectly infer a crime.

Chain of Custody

When collecting evidence the chain of custody must be maintained at all times. The chain
of custody documents the whereabouts of the evidence from the point of collection to the
time it is presented in court and then when it is returned to its owner or destroyed. The
chain is essential because any break in the chain or question about the status of evidence
at any point can result in a case being thrown out. A chain of custody needs to include
every detail about the evidence, from how it was collected up to how it was processed.

A chain of custody can be thought of as enforcing or maintaining six key points. These
points will ensure that you focus on how information is handled at every step:

e What evidence has been collected?



How was the evidence obtained?

When was the evidence collected?
Who has handled the evidence?

What reason did each person have for handling the evidence?

¢ Where has the evidence traveled and where was this evidence ultimately stored?

Also remember if you are involved to keep the chain of custody information up to date at
all times. Every time any evidence is handled by an investigator, you must update the
record to reflect this. You may be asked at some point to sign off on where evidence was
or that it was collected from you; this would be an example of where you would fit in
regard to the chain of custody. This information should explain every detail such as what
the evidence actually consists of, where it originated, and where it was delivered to. It is
important that no gaps exist at any point.

For added legal protection, evidence can be validated through the use of hashing to prove
that it has not been altered. Ideally the evidence you collected at the crime scene is the
same evidence you present in court.

Remember, a verifiable or non-verifiable chain of custody can win or lose a case.

Rules of Evidence

All evidence, no matter the type, may not be admissible in court. Evidence cannot be
presented in court unless certain rules are followed, and you should review those rules
ahead of time. The five rules of evidence presented here are general guidelines and are
not consistent across jurisdictions:

¢ Reliable—The evidence presented is consistent and leads to a common conclusion.

¢ Preserved—Chain of custody comes into play and the records help identify and prove
the preservation of the evidence in question.

e Relevant—The evidence directly relates to the case being tried.

e Properly identified—Records can provide proper proof of preservation and
identification of the evidence.

¢ Legally permissible—The evidence is deemed by the judge to fit the rules of evidence
for the court and case at hand.

Recovering from a Security Incident

When a security incident happens, and it will happen, the company should have a plan to
restore business operations as quickly and effectively as possible. This may require you
and possibly your team to correctly assess the damage, complete the investigation, and
then initiate the recovery process. From the time of the initial security incident onward,
the organization presumably has been operating at some reduced capacity, and so you



need to recover the systems and environment as quickly as possible to restore normal
business operations. Other key requirements are the need to generate a report on what
happened and the ability to communicate with appropriate team members.

Reporting a Security Incident

Once an incident has been responded to and a team has gotten involved to assess the
damage and start the cleanup, the required parties will need to be informed. These parties
will be responsible for getting the ball rolling whether it is legal action, an investigative
process, or other requirements as necessary.

When considering how to report a security incident the following guidelines are worth
keeping in mind and can prove helpful at the time of crisis:

Adhere to known best practices and guidelines that have been previously established.
These best practices and guidelines will describe how to best assess the damage and
implement loss control as necessary.

Wherever feasible refer to previously established guidelines as documented and
described in the company IRP. The IRP should include guidelines on how to create a
report and who to report to. Furthermore, the IRP should define the formats and
guidelines for putting the report together in order to ensure that the information is
actually usable by its intended audience.

Consider the situations where it is necessary to report the incident to local law
enforcement in addition to the company officials.

Consider the situations and conditions about when and if the security incident must
be reported to regulatory bodies as required by law.

In situations where security incidents are reported outside the organization, note this
in the company incident report.

During the preparation of a security incident report include all the relevant information
to detail and describe the incident. The following items should be included at a minimum:

A timeline of the events of the security incident that includes any and all actions taken
during the process.

A risk assessment that includes extensive details of the state of the system before and
after the security incident occurred.

A detailed list of any and all who took part in the discovery, assessment, and final
resolution (if this has occurred) of the security incident. It is important to include
every person who took part in this process regardless of how important or
unimportant their role may be perceived.

Detailed listing of the motivations for the decisions that were made during the
process. Document these actions in a format that states what each action was and
what factors led to the decision to take the designated action.



¢ Recommendation as to what could be done to prevent a repeat of the incident and
what could be done to reduce any damage that may result.

e Two sections in the report to ensure that it is usable by all parties. First, prepare a
long-format report that includes specific details and actions that occurred during the
security incident. Second, include an executive-level summary that provides a high-
level, short-format description of what occurred.

Ethics and the Law

As an ethical hacker, you need to be aware of the law and how it affects what you do.
Ignorance or lack of understanding of the law not only is a bad idea but can quickly put
you out of business—or even in prison. In fact, under some situations the crime may be
serious enough to get you prosecuted in several jurisdictions in different states, counties,
or even countries due to the highly distributed nature of the Internet. Of course,
prosecution of a crime can also be difficult considering the web of various legal systems
in play. A mix of common, military, and civil law exists, requiring knowledge of a given
legal system to be successful in any move toward prosecution.

As an ethical hacker you must also obey the Code of Ethics as defined by the EC-Council.
One thing to remember though about ethics is that while you can get in legal trouble for
violating a law, breaking a code of ethics won’t get you in legal trouble but could lead to
other actions such as getting decertified.
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’:‘: Depending on when and where your testing takes place, it is even possible
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for you to break religious laws. Although you may never encounter this problem, it is
something that you should be aware of—you never know what type of laws you may
break.
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Always ensure that you exercise the utmost care and concern to ensure that you observe
proper safety and avoid legal issues. When your client has determined their goals along
with your input, together you must put the contract in place. Remember the following
points when developing a contract and establishing guidelines:

Trust The client is placing trust in you to use proper discretion when performing a
penetration test. If you break this trust, it can lead to the questioning of other details such
as the results of the test.

Legal Implications Breaking a limit placed on a test may be sufficient cause for your
client to take legal action against you.

The following is a summary of laws, regulations, and directives that you should have a
basic knowledge of:

e 1973—U.S. Code of Fair Information Practices governs the maintenance and storage of



personal information by data systems such as health and credit bureaus.

1974—U.S. Privacy Act governs the handling of personal information by the U.S.
government.

1984—U.S. Medical Computer Crime Act addresses illegally accessing or altering
medication data.

1986 (amended in 1996)—U.S. Computer Fraud and Abuse Act includes issues such as
altering, damaging, or destroying information in a federal computer and trafficking in
computer passwords if it affects interstate or foreign commerce or permits
unauthorized access to government computers.

1986—U.S. Electronic Communications Privacy Act prohibits eavesdropping or the
interception of message contents without distinguishing between private or public
systems.

1994—U.S. Communications Assistance for Law Enforcement Act requires all
communications carriers to make wiretaps possible.

1996—U.S. Kennedy-Kassebaum Health Insurance and Portability Accountability Act
(HIPAA) (with additional requirements added in December 2000) addresses the
issues of personal healthcare information privacy and health plan portability in the
United States.

1996—U.S. National Information Infrastructure Protection Act was enacted in October
1996 as part of Public Law 104-294; it amended the Computer Fraud and Abuse Act,
which is codified in 18 U.S.C. § 1030. This act addresses the protection of the
confidentiality, integrity, and availability of data and systems. This act is intended to
encourage other countries to adopt a similar framework, thus creating a more uniform
approach to addressing computer crime in the existing global information
infrastructure.

2002—Sarbanes—Oxley Act (SOX or SarBox) is a law pertaining to accountability for
public companies relating to financial information.

2002—Federal Information Security Management Act (FISMA) is a law designed to
protect the security of information stored or managed by government systems at the
federal level.



Summary

When becoming an ethical hacker, you must develop a rich and diverse skill set and
mind-set. Through a robust and effective combination of technological, administrative,
and physical measures, organizations have learned to address their given situation and
head off major problems through detection and testing. Technology such as virtual
private networks (VPNs), cryptographic protocols, intrusion detection systems (IDSs),
intrusion prevention systems (IPSs), access control lists (ACLs), biometrics, smart cards,
and other devices has helped security become much stronger but still has not eliminated
the need for vigilance. Administrative countermeasures such as policies, procedures, and
other rules have also been strengthened and implemented over the past decade. Physical
measures include devices such as cable locks, device locks, alarm systems, and other
similar devices. Your new role as an ethical hacker will deal with all of these items, plus
many more.

As an ethical hacker you must know not only the environment you will be working in but
also how to find weaknesses and address them as needed. You will also need to
understand the laws and ethics involved and know the client’s expectations. Understand
the value of getting the proper contracts in place and not deviating from them.

Hacking that is not performed under contract is considered illegal and is treated as such.
By its very nature, hacking activities can easily cross state and national borders into
multiple legal jurisdictions. Breaking out of the scope of a contract can expose you to legal
problems and become a career-ending blunder.



Exam Essentials

Know the purpose of an ethical hacker. Ethical hackers perform their duties against
a target system only with the explicit permission of the system owner. To do so without
permission is a violation of ethics and the law in some cases.

Know the difference between black, white, and gray box tests. Know the
differences in the types of tests you can offer to your client and the advantages of each.
Not all tests are the same nor will they yield the same results. Make sure you know what
your client’s expectations are so you can choose the most appropriate form.

Understand your targets. Be sure you know what the client is looking to gain from a
pen test early in the process. The client must be able to provide some guidance as to what
they are trying to accomplish as a result of your services.

Understand the Code of Ethics. Be sure you know what is required as acceptable
behavior when you become a CEH. Violations of the ethical code could easily get you
decertified by the EC-Council if serious enough and reported.

Know your opponents. Understand the differences between the various types of
hackers. You should know what makes a gray-hat hacker different from a black-hat
hacker, as well as the differences between all types.

Know your tools and terms. The CEH exam is drenched with terms and tool names
that can eliminate even the most skilled test takers if they don’t know what the question
is even talking about. Familiarize yourself with all the key terms, and be able to recognize
the names of the different tools on the exam.






Review Questions

1.

If you have been contracted to perform an attack against a target system, you are what
type of hacker?

A. White hat
B. Gray hat
C. Black hat
D. Red hat

. Which of the following describes an attacker who goes after a target to draw attention

to a cause?

A. Terrorist

B. Criminal

C. Hacktivist
D. Script kiddie

. What level of knowledge about hacking does a script kiddie have?

A. Low

B. Average

C. High

D. Advanced

Which of the following does an ethical hacker require to start evaluating a system?
A. Training

B. Permission

C. Planning

D. Nothing

. A white-box test means the tester has which of the following?

A. No knowledge

B. Some knowledge

C. Complete knowledge
D. Permission

Which of the following describes a hacker who attacks without regard for being caught
or punished?

A. Hacktivist
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B. Terrorist

C. Criminal

D. Suicide hacker

What is a code of ethics?

A. Alaw for expected behavior

B. A description of expected behavior
C. A corporate policy

D. A standard for civil conduct

. The group Anonymous is an example of what?

A. Terrorists

B. Script kiddies

C. Hacktivists

D. Grayware

Companies may require a penetration test for which of the following reasons?
A. Legal reasons

B. Regulatory reasons

C. To perform an audit

D. To monitor network performance

. What should a pentester do prior to initiating a new penetration test?

A. Plan

B. Study the environment

C. Get permission

D. Study the code of ethics

Which of the following best describes what a hacktivist does?
A. Defaces websites

B. Performs social engineering

C. Hacks for political reasons

D. Hacks with basic skills

Which of the following best describes what a suicide hacker does?
A. Hacks with permission

B. Hacks without stealth
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C. Hacks without permission
D. Hacks with stealth

. Which type of hacker may use their skills for both benign and malicious goals at

different times?

A. White hat

B. Gray hat

C. Black hat

D. Suicide hacker

What separates a suicide hacker from other attackers?
A. A disregard for the law

B. A desire to be helpful

C. The intent to reform

D. Alack of fear of being caught

. Which of the following would most likely engage in the pursuit of vulnerability

research?

A. White hat

B. Gray hat

C. Black hat

D. Suicide hacker

Vulnerability research deals with which of the following?
A. Actively uncovering vulnerabilities

B. Passively uncovering vulnerabilities

C. Testing theories

D. Applying security guidance

How is black-box testing performed?

A. With no knowledge

B. With full knowledge

C. With partial knowledge

D. By a black hat

A contract is important because it does what?

A. Gives permission



B. Gives test parameters
C. Gives proof

D. Gives a mission

. What does TOE stand for?
A. Target of evaluation

B. Time of evaluation

C. Type of evaluation

D. Term of evaluation

0. Which of the following best describes a vulnerability?

A. Aworm

B. Avirus

C. Aweakness
D. A rootkit
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Every skill set comes with a history of time and effort spent learning
those foundatlonal concepts that allow you to become proficient in a specific area. You
are about to embark on a journey through one of those critical areas where understanding
and true investment in the material can improve your technical understanding, your
career, and your odds of passing the CEH exam. This is where it all begins—
understanding those key fundamental concepts that give you a basis on which all other
more complex subjects can firmly rest.

In this chapter, you’ll delve into some basic concepts, most of which system
administrators and network administrators should be comfortable with. These
fundamentals are critical to building a solid base for the more advanced topics yet to
come. You'll learn about key concepts such as the OSI model, the TCP/IP suite,
subnetting, network appliances and devices, cloud technologies, and good old-fashioned
client system concepts and architectures. Ever hear the phrase “where the rubber hits the
road”? Well, consider this a burnout across a quarter-mile drag strip. Let’s dig in and
devour this material!



Exploring Network Topologies

Whether you are a veteran or a novice—or just have a bad memory—a review of
networking technologies is helpful and an important part of understanding the attacks
and defenses that we’ll explore later on.

Network topologies represent the physical side of the network, and they form part of the
foundation of our overall system. Before we explore too far, the first thing you need to
understand is that you must consider two opposing yet related concepts in this section:
the physical layout of the network and the logical layout of the network. The physical
layout of a network relates directly to the wiring and cabling that connects devices. Some
of the common layouts we’ll cover are the bus, ring, star, mesh, and hybrid topologies.
The logical layout of the network equates to the methodology of access to the network,
the stuff you can’t readily see or touch, or the flow of information and other data. We’ll
get to the logical side, but first let’s break down each physical design.

Bus The bus topology (Figure 2.1) lays out all connecting nodes in a single run that acts
as the common backbone connection for all connected devices. As with the public
transport of the same name, signals get on, travel to their destination, and get off. The bus
is the common link to all devices and cables. The downside to its simplicity is its
vulnerability; all connectivity is lost if the bus backbone is damaged. The best way to
envision this vulnerability is to think of those strings of Christmas lights that go
completely out when one light burns out or is removed. Although not seen in its purest
form in today’s networks, the concept still applies to particular segments.

Figure 2.1 Bus topology

Ring Ring topologies (Figure 2.2) are as true to their names as bus layouts. Essentially
the backbone, or common connector of the network, is looped into a ring; some ring
layouts use a concentric circle design to provide redundancy if one ring fails. Each client



or node attaches to the ring and delivers packets according to its designated turn or the
availability of the token. As you can see in Figure 2.2, a concentric circle design provides
redundancy; though a good idea, a redundant second ring is not required for the network
to function properly. The redundant ring architecture is typically seen in setups that use
Fiber Distributed Data Interface (FDDI).

Ring Topology

Figure 2.2 Ring topology

Star The star layout (Figure 2.3) is one of the most common because of its ease of setup
and isolation of connectivity problems should an issue arise. A star topology attaches
multiple nodes to a centralized network device that ties the network together. Think of it
as looking like an old-style wagon wheel or the wheels on a bike. The hub is the
centerpiece of the wheel, and the spokes of the wheel are the legs of the star. The center
could be a hub or a switch; as long as it acts as a central point of connection, you have a
star topology. Stars are popular for numerous reasons, but the biggest reason has long
been its resistance to outages. Unlike nodes in bus and ring topologies, a single node of a
star can go offline without affecting other nodes. However, if the hub or switch joining
everything together fails, then the network will fail.



Figure 2.3 Star topology

Mesh A mesh topology (Figure 2.4) is essentially a web of cabling that attaches a group of
clients or nodes to each other. It can look a little messy and convoluted, and it can also
make troubleshooting a bear. However, this setup is often used for mission-critical
services because of its high level of redundancy and resistance to outages. The largest
network in the world, the Internet, which was designed to survive nuclear attack, is built
as one large mesh network.



Figure 2.4 Mesh topology

Hybrid Hybrid topologies are by far the most common layout in use today. Rarely will
you encounter a pure setup that strictly follows the topologies previously listed. Our
networks of today are complex and multifaceted. More often than not, current networks
are the offspring of many additions and alterations over many years of expansion or
logistical changes. A hybrid layout combines different topologies into one mixed topology;
it takes the best of other layouts and uses them to its advantage. Figure 2.5 shows one
possibility.



Figure 2.5 Hybrid topology

-

4*:: Gone are the days when an attacker could gain access to the flow of data
on a network only through the use of vampire taps and bus or other layouts. Today,
rogue wireless access points, a lost smartphone, and a little social engineering can

logically put any hacker right through the front door without actually obtaining
physical access.




Working with the Open Systems Interconnection Model

No network discussion or network device explanation would be complete without a brief
overview of the Open Systems Interconnection (OSI) model. Although this model may
seem overly complex, it does have value in our later discussions of attacks, defenses, and
infrastructure, as you will see. The OSI model is a general framework that enables
network protocols, software, and systems to be designed around a general set of
guidelines. Common guidelines allow higher probability of system compatibility and
logical traffic flow. In other words, if we all play by the same rules, everyone will get along
with as few errors as possible.

The OSI model, shown in the left side of Figure 2.6, has seven layers. As you read through
each layer’s function, keep in mind that we are working our way through how data flows.
Each layer is connected to the next; this concept will prove valuable as a reference for
more advanced data analysis.

Application Layer

Application

Presentation Layer
Y Layer

Session Layer

Transport Layer Host-to-Host Transport

Network Layer Internet Layer

Data Link Layer
Network Interface

Layer

Physical Layer

Figure 2.6 OSI TCP/IP comparative model



)g’ You may already have some experience with the OSI model or none at all.
A TE

If you are in the latter group, you may have avoided learning the model because it
seems non-applicable to your day-to-day operations. But you must learn it, because it
is essential to furthering your career—and to passing the exam.

Y4
AN

)": The CEH exam will focus on your understanding of the OSI model as it
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applies to specific attacks. General knowledge of the model and the stages of traffic
flow within it will help you figure out what each question is asking. Using the OSI
model as a reference when answering questions can help categorize the topic and
help determine what technologies you are dealing with.
Layer 1: Physical The Physical layer consists of the physical media and dumb devices
that make up the infrastructure of our networks. This pertains to the cabling and
connections such as Category 5e and RJ-45 connectors. Note that this layer also includes
light and rays, which pertain to media such as fiber optics and microwave transmission
equipment. Attack considerations are aligned with the physical security of site resources.
Although not flashy, physical security still bears much fruit in penetration (pen) testing
and real-world scenarios.

( )

Stuxnet

A few years ago an interesting little worm named Stuxnet showed up on the scene—
wreaking havoc and destroying industrial equipment. The operation of the virus isn’t
important here; the interesting part was in how the worm spread. Although it did
replicate on the local LAN, the original infection occurred via USB flash drives. The
primary vector was actually physical in nature, and the vector was the unaware user
or perhaps an outsider. The takeaway is never underestimate the complexity of what
can occur from a purely physical perspective.
Layer 2: Data Link The Data Link layer works to ensure that the data it transfers is free
of errors. At this layer, data is contained in frames. Functions such as media access
control and link establishment occur at this layer. This layer encompasses basic protocols
such as 802.3 for Ethernet and 802.11 for Wi-Fi.

Layer 3: Network The Network layer determines the path of data packets based on
different factors as defined by the protocol used. At this layer we see IP addressing for
routing of data packets. This layer also includes routing protocols such as the Routing
Information Protocol (RIP) and the Interior Gateway Routing Protocol (IGRP). This is
the know-where-to-go layer.



Layer 4: Transport The Transport layer ensures the transport or sending of data is
successful. This function can include error-checking operations as well as working to keep
data messages in sequence. At this layer we find the Transmission Control Protocol (TCP)
and the User Datagram Protocol (UDP).

Layer 5: Session The Session layer identifies established system sessions between
different network entities. When you access a system remotely, for example, you are
creating a session between your computer and the remote system. The Session layer
monitors and controls such connections, allowing multiple, separate connections to
different resources. Common use includes NetBIOS and RPC.

( N
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‘é’“ As you progress through the chapters, you’ll notice that much of our

attack surface resides within layers 3, 4, and 5, with a handful of other attacks taking
place outside these layers. Keep this in mind as a reference for questions regarding
attacks at specific layers or when trying to understand the mechanics of an attack and
its defense. Understanding what the layer accomplishes can help you determine how
a specific attack works and what it may be targeting.

. J

Layer 6: Presentation The Presentation layer provides a translation of data that is
understandable by the next receiving layer. Traffic flow is presented in a format that can
be consumed by the receiver and can optionally be encrypted with protocols such as
Secure Sockets Layer (SSL).

Layer 77: Application The Application layer functions as a user platform in which the
user and the software processes within the system can operate and access network
resources. Applications and software suites that we use on a daily basis are under this
layer. Common examples include protocols we interact with on a daily basis, such as FTP
and HTTP.

Two mnemonics that I use to remember the order of layers are these:

¢ All People Seem To Need Data Processing, which uses the first letter of each layer
(from the top down) as the first letter of each word in the sentence: Application,
Presentation, Session, Transport, Network, Data Link, Physical.

¢ Please Do Not Teach Stupid People Acronyms, which does the layers in the opposite
order—that is, from the ground up.

Knowing the operational sequence of these layers serves well as a high-level
troubleshooting tool. Being able to track data traffic from its inception to its destination
will prove to be a useful skill during your exploration and on the exam.
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%:’ Using the OSI model as a basic framework will provide you with a
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reference that will apply to many CEH processes. Usable attacks can all be traced
back to a specific layer or layers of the OSI model.




Dissecting the TCP/IP Suite

Complementary to the OSI model is the TCP/IP protocol suite. TCP/IP is not necessarily
a direct offshoot, but it’s a progressive step from the standard OSI version of traffic flow.
Each layer of the TCP/IP suite maps to one or several layers of the OSI model. The
TCP/IP suite is important for protocol reference as well as aiding in tracking exactly
where data is in the traffic flow process. The right side of Figure 2.6 earlier in this chapter
shows the TCP/IP suite layers and how they map to the OSI model.

TCP is known as a connection-oriented protocol because it establishes a connection and
verifies that packets sent across that connection make it to their destination. The process
(see Figure 2.7) starts with a SYN packet. This SYN packet starts the handshake process
by telling the receiving system that another system wants its attention (via TCP of
course). The receiving system then replies to the originating system with a SYN-ACK
response. A SYN-ACK response is an acknowledgment response to the original SYN
packet. Once the original sender receives the SYN-ACK response, it in turn responds with
an ACK packet to verify that it has received the SYN-ACK and is ready to communicate via
TCP.

Sending Sysiem Receiving System
System 1 SYN System 2
System 1 SYN-ACK System 2
System 1 ACK System 2

Figure 2.7 TCP three-way handshake



)g':: TCP packet sequence numbers are important both for the exam and for

A

understanding attacks such as session hijacking and man-in-the-middle (MITM)
exploits. You’ll see how this comes into play in Chapter 12, “Session Hijacking.” For
now keep in mind how TCP works and how it uses sequence and acknowledgment
numbers to guarantee data delivery.

To further explain the sequence, a SYN packet has a random beginning sequence
number that will be sent to the target host. Upon receipt of the SYN packet, the
receiving host will respond with a SYN-ACK that has its own randomized sequence
number. The ACK response packet from the first host will bump the sequence
number up accordingly to signify the order of the packets being transferred. Figure
2.8 shows the sequence numbers.

N

Sending System Receiving System

System 1 Seq. No. 884562 (SYN) System 2

System 1 @Nﬂ. 776825 (SYN-ACK) System 2
System 1 Seq. No. 884563 (SYN-ACK) System 2
System 1 Seq. No. 884563 (DATA) System 2
System 1 @u 776826 (RESPONSE) System 2

Figure 2.8 TCP sequencing



)g’ You’ll want to become comfortable with TCP and its three-way handshake
A TE

process. The surface-level process is fairly easy to understand. Pay close attention to
packet sequence numbers. They will definitely be an exam item.

(&




IP Subnetting

So far we’ve established the basics through an overview of the OSI model layers and the
common network topologies. Let’s get a little deeper into the Network layer and look at IP
addressing and its subnetting capabilities. Our goal here is to flex those subnetting
muscles and get our brains back to thinking about networking and its underlying
nuances. Why? Understanding the basics of subnetting enables you to add specificity to
your efforts and to have a more complete understanding of your target and network
resources.

Subnetting is the logical breakdown of a network address space into progressively smaller
subnetworks. As you break down your address space into smaller subnetworks, you
determine the numbers of network bits and host bits by the requirements of your
network. Network bits and host bits are manipulated by the subnet mask. At this point
I'm hoping you’re saying to yourself, “Oh yeah, I remember this stuff.” If not, please dig
into the details on your own. We are looking at this topic from a fairly high level in terms
of how it will aid our effort as hackers.

Now that you grasp the basics of the subnet mask and how to use it to manipulate the
address space, you can see how knowing a few IP addresses can give you a clue as to how
an organization’s network is laid out. There’s more to come on this topic, but as a quick
example, knowing a single internal IP address can give a hacker much insight into the
company’s addressing scheme.

( A

é‘: You will be expected to know how to accomplish basic slash notation for

finding the broadcast address of specific subnets. Additionally, remember the basic
127.0.0.1 for the local loopback address.
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Hexadecimal vs. Binary

Understanding hexadecimal and binary conversion is an important skill to have for the
exam. In the real world, for most network administrators conversion is done either by a
calculator or is not needed, but as an ethical hacker, you have opportunities to apply the
basic conversions to something useful. See Table 2.1 for the basic conversion between
hex, binary, and decimal.

Table 2.1 Hex, binary, and decimal

Hex Binary Decimal

0] 0000 O
1 0001 1
2 0010 2
3 0011 3
4 0100 4
5 0101 5
6 o110 6
7 0111 7
8 1000 8
9 1001 9
A 1010 10
B 1011 11
C 1100 12
D 1101 13
E 1110 14
F 1111 15

This should be a refresher for you, but for the exam it is important that you have a
comfortable understanding of the conversion process. To rehash some of the basics,
remember that bits are 1s and 0s, a nibble is 4 bits, and a byte is 2 nibbles. Your
knowledge and ability to apply this across the conversion process will prove important for
questions that expect you to identify network items and traffic based on hexadecimal
values.
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‘Jd;: TCP flags and their binary or hex values play an integral part in identifying

the type and effectively creating custom scans. You’ll see this in action in Chapter 5,
“Scanning.”
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Exploring TCP/IP Ports

We can’t let you escape the fundamentals without touching on ports. Ports allow
computers to send data out the door while simultaneously identifying that data by
category. What this means is each of the common ports you use is associated with a
particular protocol or particular application. For example, sending data from port 21
signifies to the receiving system that the traffic received is an FTP request because of the
port it came from. In addition, the response from the initially queried system will end up
at the right location because the port from which the traffic came has already been
identified. This holds true for web traffic, mail traffic, and so forth. Knowledge of these
ports and their corresponding protocols and applications becomes important when you’re
scanning a system for specific vulnerabilities. There will be more to come on that, but
first let’s take a look at how these ports are categorized and what the well-known ones
mean to you:

e Well-known ports are most common in daily operations and range from 1 to 1023.
Much of the initial portion of this range should be familiar to you. Refer to Table 2.2
for a list of the ports you need to know.

e Registered ports range from 1024 to 49151. Registered ports are those that have been
identified as usable by other applications running outside the user’s present purview.
An example would be port 1512, which supports Windows Internet Name Service
(WINS) traffic. Take a look at Table 2.3 for a list of registered ports of interest.

¢ Dynamic ports range from 49152 to 65535. These are the free ports that are available
for any TCP or UDP request made by an application. They are available to support
application traffic that has not been officially registered in the previous range.



Table 2.2 Well-known ports

Port Use

20—21 FTP

22 SSH

23 Telnet

25 SMTP

42 WINS

53 DNS

80, 8080 HTTP

88 Kerberos
110 POP3

111 PortMapper - Linux
123 NTP

135 RPC-DCOM
139 SMB

143 IMAP
161,162 SNMP

389 LDAP

445 CIFS

514 Syslog

636 Secure LDAP

Table 2.3 Registered ports of interest

Port Use
1080 Sockss
1241 Nessus Server

1433, 1434 SQL Server
1494, 2598 Citrix Applications

1521 Oracle Listener
2512, 2513 Citrix Management
3389 RDP

6662—6667 IRC



)g:: You must familiarize yourself with all the ports mentioned here if you are

A

to master the exam and become a CEH. Take the time to memorize these ports—this
knowledge will also come in handy when performing later exercises and activities in
this book.

- J

Domain Name System

Don’t want to remember all those IP addresses? Well, you don’t have to thanks to the
Domain Name System (DNS) and its ability to translate names to IP addresses and back.
The DNS that you may already be aware of, even if you don’t actively think about it, is the
one used to translate names to IPs on the Internet. DNS is incredibly powerful and easy
to use, but at the end of the day it is simply a database that contains name-to-IP mappings
that can be queried by any DNS-aware applications.

The Internet root servers, or top-level servers, include the addresses of the DNS servers
for all of the top-level domains, such as .com and .org. Each top-level server contains a
DNS database of all the names and addresses in that domain.

Local networks that are isolated from the Internet may use their own domain name
systems. These translate only the names and addresses that are on the local network.
They often use DNS management software and protocols, which are similar or identical to
those used by the Internet implementation.

( )

The Importance of DNS

In this book we’ll discuss many attacks against systems, a portion of which will
include manipulating DNS. Although DNS is a simple service and its loss may seem
only an inconvenience, this is far from the case. In many modern environments,
applications may not work without DNS present and functioning. Tools such as
Microsoft’s Active Directory won’t work at all without DNS present or accessible.




Understanding Network Devices

We’ve covered the basic design fundamentals of common local area network layouts. Now
let’s fill in the gaps by exploring those common networking devices that you typically see
in a larger network setup.

Routers and Switches

Routers and switches are integral to the successful operation of nearly all of today’s
modern networks. For that matter, many of our home networks are now advancing to
their own local routing and switching capabilities not seen in homes just a decade ago.
Remember that routers connect networks and that switches simply create multiple
broadcast domains. Yes, back to the good stuff indeed, but don’t shy away just yet;
concepts such as broadcast domains will play a large part in our more interesting
endeavors, such as sniffing and packet capturing. A solid understanding of the functions
of routers and switches will give you a substantial edge when spying out goodies on a
network (authorized spying of course!).

Routers

Let’s begin with routers. Our aim here is to give you a firm understanding of the basic
functions of routers, so you’ll use this knowledge for more complex hacking techniques
and tools. A quick overview of the fundamentals: A router’s main function is to direct
packets (layer 3 traffic) to the appropriate location based on network addressing. Because
routers direct traffic at the Network layer, they are considered layer 3 devices. When
talking about routers, we are talking about common protocols such as IP—that is, we are
dealing with IP addressing. Routers are also used as a gateway between different kinds of
networks, such as networks on different IP ranges or networks that don’t understand
each other’s protocol. For example, in an enterprise or business setup, it’s not possible to
jam a fiber-run T1 connection into a client computer and expect to have blazingly fast
network speeds. The computer, or more accurately the network interface card (NIC), is
not capable of speaking the same language as the outside connection. Routers bridge that
gap and allow the different protocols on different networks to communicate.

Routers also use Network Address Translation (NAT). This is an extremely useful
technology that allows internal network clients to share a single public IP address for
access to the outside world. Essentially a router has two interfaces: one for the outside
world and one for the internal network. The outside connection, or the public side, is
assigned a public IP address purchased from a local Internet service provider (ISP). The
internal side of the router is connected to your local intranet, which contains all of your
internal IPs and your protected resources. From the internal side you are free to create
any IP scheme you want because it’s internal to your site. When an internal client then
makes a request for an outside resource, the router receives that traffic and sends it out
the public side with its public IP. This process safeguards the internal client’s IP address
and also funnels all outbound requests through the same public IP. Because NAT is so



common these days, you rarely notice that it’s actually occurring.
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AJd’Iﬁ Real-world reasoning behind using NAT is not just for security’s sake. It’s

a major money saver for the business as well as a method of conserving IP addresses
for the ISP.
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Switches

Switches deliver data (frames) based on the hardware addresses of the destination
computers or devices. Hardware addresses, also called media access control (MAC)
addresses, are permanent identifiers burned into each NIC by the manufacturer. MAC
addresses are broken down into a six-pair hexadecimal value—for example, co-cb-38-ad-
2b-c4. The first half of the MAC is specific to the manufacturer. So, in this case the co-cb-
38 identifies the vendor. The ad-2b-c4 identifies the device or NIC itself. Switches are
considered layer 2 devices because they operate just one level below the layer 3 router
functions. Remember, layer 3 is the Network layer. The Network layer contains all the IP
addressing; layer 2 deals strictly with MAC addresses (see Exercise 2.1). Note that quite a
few switches are available today that operate at both layer 2 and layer 3, but for
simplicity’s sake, and for our purposes, switches are at layer 2.



Working with MAC Addresses

( A

EXERCISE 2.1

Finding the MAC Address

Since we are mentioning MAC addresses, you should be familiar with what they look
like as well as how to locate one on a given system. With that in mind, this exercise
shows you how to find the MAC address.

On a Windows system, follow this step:

1. On a Windows system, open a command window and enter ipconfig/all. The
characters next to the physical address are the MAC address.

On a Linux system, follow this step:
1. On a Linux system, open a shell and enter ifconfig.

Note that with both systems it is possible to see more than one MAC address if the
system has more than one NIC installed or a virtual adapter.

. J

To extend our conversation on switches a bit further, let’s take a quick peek at broadcast
domains and collision domains since this concept will directly impact our network-
scanning capabilities. A broadcast domain simply means that traffic sent across the wire
will be broadcast to all hosts or nodes attached to that network. Address Resolution
Protocol (ARP) requests, which are sent to the network to resolve hardware addresses, are
an example of broadcast traffic. Collision domains are network segments in which traffic
sent will potentially collide with other traffic. In a collision domain, data sent will not be
broadcast to all attached nodes; it will bump heads with whatever other traffic is present
on the wire. So what this means is that when you throw your little penetration testing
laptop on a wire and connect to a switch, you need to be aware that no matter how
promiscuous your NIC decides to be, your captured traffic will be limited to the collision
domain (aka switchport) you are attached to.

( )

‘Jd;: Techniques used to convert a switch into a giant hub and thus one large

collision domain will be addressed in future chapters. For now just understand the
initial limitations of a switch in terms of sniffing and packet capture.

. J

With the explosion of wireless routers and switches that have flooded the market in the

last decade, sniffing has regained some of its prowess and ease. Sniffing a Wi-Fi network
captures traffic from all of its clients; it is not limited to a particular switchport collision
domain. A simple utility and a laptop can pull in some amazingly useful data.



)g:: Hubs are devices similar to switches except they operate at the Physical
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layer and are considered dumb devices. They make no decisions in terms of data
direction or addressing. Highly reduced prices and increased focus on security have
allowed switches to make hubs virtually obsolete, except in specific applications.

& J

Proxies and Firewalls

No network device discussion would be complete without delving into the world of
proxies and firewalls. These devices are the bread and butter of ethical hackers in that
they are the devices deliberately put in place to prevent unauthorized access. To test the
strength of an organization’s perimeter is to ensure that its perimeter gate guard is alive
and well.

Proxies

Proxy servers work in the middle of the traffic scene. You may have been exposed to the
forwarding side of proxies; for example, your browser at work may have been pointed to a
proxy server to enable access to an outside resource such as a website. There are multiple
reasons to implement such a solution. Protection of the internal client systems is one
benefit. Acting as an intermediary between the internal network client systems and
outside untrusted entities, the proxy is the only point of exposure to the outside world. It
prevents the client system from communicating directly with an outside source, thereby
reducing exposure and risk. As the middleman, the proxy also has the capability of
protecting users (client systems) from themselves. In other words, proxies can filter
traffic by content. This means proxies operate at the Application layer (layer 7).

A substantial leg up on lower-level firewalls, proxies can filter outgoing traffic requests
and verify legitimate traffic at a detailed level. Thus, if users try to browse to, say,
hackme.com, they’ll be denied the request completely if the filters are applied to prevent
it. Proxies also speed up browsing by caching frequently visited sites and resources.
Cached sites can be served to local clients at a speed much faster than downloading the
actual web resource.

( A

)g:: The concept of proxy operation is applicable to other realms besides just
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caching traffic and being an Application layer firewall. In Chapter 12, session
hijacking uses proxy-like techniques to set up the attack.

& J

Firewalls

The firewall category includes proxy firewalls; however, because of a proxy’s varied
functions it seems appropriate to give them their own subsection. Firewalls are most
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commonly broken down into the following main categories:
e Packet filtering
o Stateful packet filtering
¢ Application proxies, which we covered earlier

Packet-filtering firewalls look at the header information of the packets to determine
legitimate traffic. Rules such as IP addresses and ports are used from the header to
determine whether to allow or deny the packet entry. Stateful firewalls, on the other
hand, determine the legitimacy of traffic based on the state of the connection from which
the traffic originated. For example, if a legitimate connection has been established
between a client machine and a web server, then the stateful firewall refers to its state
table to verify that traffic originating from within that connection is vetted and legitimate.

~

-
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’r': Firewalls and proxies are only as effective as their configuration, and their

configuration is only as effective as the administrator creating them. Many firewall
attacks are intended to circumvent them as opposed to a head-on assault; for us
hackers, the softest target is our aim.




Intrusion Prevention and Intrusion Detection Systems

Intrusion prevention systems (IPSs) and intrusion detection systems (IDSs) are
important considerations for any smart hacker. It is important for you, as a hacker, to
cover your tracks and keep a low profile—as in no profile at all. It should be common
sense, but consider this: If instead of tiptoeing around a network, you slam the network
with ARP requests, ping sweeps, and port scans; how far do you think you’ll get? Exactly!
Not far at all. IPSs and IDSs are network appliances put in place to catch the very activity
that serves our purposes best. The key is to walk lightly but still walk. First let’s
familiarize ourselves with IPS and IDS basics; if you know how something works, you can
also learn how to circumvent its defenses.

The goal of an IDS is to detect any suspicious network activity. The keyword here is
detect. An IDS is passive in nature; it senses a questionable activity occurring and
passively reacts by sending a notification to an administrator signifying something is
wrong. Think of it as a burglar alarm. While a burglar alarm alerts you that a burglar is
present, it does not stop the burglar from breaking in and stealing items from you.
Although such an appliance is passive, the benefit of using it is being able to reactively
catch potentially malicious network activity without negatively impacting the operation of
the network as a whole. The obvious drawback is that the only response such an appliance
creates is a notification. IPSs, on the other hand, are proactive and preventive. Not only
does an IPS sense potential malicious activity on the network; it also takes steps to
prevent further damage and thwart further attacks.



Network Security

Many books deal with network security, but here we focus on what hackers can use.
Firewalls and IDS/IPS appliances are part of a secure network, but in this section we’ll
look briefly at the placement and functional value of each device. As you venture through
the details, keep in mind that securing a network is a holistic process; breaking into a
network, on the other hand, is a focused process. Consider it akin to building a dam. As
the engineer of a dam, you must consider the integrity of the entire structure and plan
accordingly. If you are looking to sabotage the dam, then all it takes is just one little poke
in the right place and it all comes flooding down. The same is true with network security.

Taking our fundamental knowledge of firewalls, whether proxy or network, let’s look at
some basic placement strategies that are commonly used in today’s networks.

Figure 2.9 is a basic setup you’ll run into in nearly every household setup today. Of course
this isn’t necessarily the enterprise-level network you’ll be attacking, but this basic layout
still encompasses the ingredients of the vulnerable points of larger layouts. The purpose
of including this design is to give you an idea of how closely it relates to our larger
network.

Figure 2.9 Residential network setup
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@Heal World Scenario
Vulnerability in an Enterprise

Even in the most secure facilities, there remains a risk of network security
compromise by rogue devices. This essentially creates a residential risk environment
in an enterprise-level network. Of course, the stakes and the potential resource loss
are much higher, but the dynamic of the risk is the same. For example, when I
worked as a network admin in one of my federal positions, we had the entire facility
secured with key-carded doors, two-factor authentication, and respectable perimeter
building security. It took only a single rogue wireless access point to reduce our
entire network security effort to something you could pull out of a box from
Walmart. All joking aside, this is just one simple example of the inadvertent, yet
useful, vulnerability that is more common than you can imagine.

- J

Now that we’ve pushed past the basic vulnerabilities of our homegrown residential
wireless setup, let’s dive right into a full-blown enterprise example. The enterprise
environment we’ll be tasked with pen testing is similar to the one in Figure 2.10.
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Figure 2.10 Typical enterprise network



As you can see, there are layers of protection to keep unauthorized visitors from perusing
the internal network. A layered defense applies multiple levels (layers) of defensive
roadblocks in the hope a hacker will get stuck midstream. Not all organizations have the
funds to install such a solution, nor do they have personnel on hand properly trained to
stay up to date and configure the protective appliances properly. A $10,000 firewall is
only as good as the administrator maintaining it. In addition, as ethical hackers we can
rely on a wonderful variable for vulnerability generation: our beloved users.



Knowing Operating Systems

We’ll say more about operating systems when we discuss scanning and enumeration, but
for now we are interested in laying out the fundamentals of each of the common OSs on
the market today. Remember Achilles from Greek mythology? The hero who got shot in
the heel and died because of it? Granted, this is an oversimplification of the total story,
but the point is when attacking or pen testing a client’s network you must find the
Achilles heel. We are not necessarily going to continually hammer away at a world-class
firewall solution or attempt to attack a back-end database server directly. We are going to
find that one unpatched client system or web server running an antiquated Internet
Information Services (IIS) version. What does all this banter have to do with operating
systems? Operating systems offer some common vulnerabilities if not configured
properly by the administrator, and as surprising as it may seem, quite a few organizations
are running a fresh-out-of-the-box copy of an OS.

Microsoft Windows

Although there are many different operating systems, in all likelihood it will be a flavor of
Microsoft’s Windows OS that you will test against. There are other OSs in the wild that
have a certain amount of enterprise market presence, but Microsoft still has a massive
foothold on the OS market. By the end of 2013, Windows was the installed OS of choice
for over 9o percent of the market. That’s a pretty big target! With the release of Windows
10 Microsoft has set the goal of getting their operating system on over a billion desktops.

( A

‘Jﬁ;: Windows has tackled the issue of user account versus administrative

account functionality for quite some time. Most users used to log in as local
administrators 9o percent of the time simply because user account actions were so
limited. User Account Control (UAC), which was introduced in Windows Vista, is
Microsoft’s answer to this issue.
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Let’s take a look at some common vulnerabilities of this market dominator:

e Patches, patches, and more patches. Microsoft, being an OS juggernaut, constantly
compiles and distributes patches and service packs for its operating systems. But those
patches may not get installed on the systems that need them most. As strange as it
may seem, constant updating may in itself become a problem. It is not uncommon for
a patch or update to be applied and introduce other problems that may be worse than
the original.

e Major version releases and support termination impact Windows products. Yes, I have
friends who still love their Windows 98 machines. What this translates into is a
system with multiple vulnerabilities simply due to age, especially if that system is no
longer supported by the manufacturer.



¢ Attempts at consumer friendliness have been a tough road for Microsoft. What this
means is most installations deploy default configurations and are not hardened. For
example, ports that a user may never use are left sitting open just in case a program
requires them in the future.

¢ Administrator accounts still remain a tempting target. Admittedly, Microsoft has taken
some effective steps in protecting users from unwanted or suspicious code execution,
but quite a few systems exist that are consistently running admin accounts without
any kind of execution filtering or user account control.

e Passwords also remain a weak point and a tempting target in the Windows world.
Weak admin account passwords are common on Windows computers and networks;
although these passwords are controlled by Group Policy in an enterprise
environment, there are ways to circumvent these requirements, and many system
admins do just that.

¢ Disabling Windows Firewall and virus protection software is an ongoing issue for
Windows OSs. The Notification Center does notify the user of the lack of virus
protection or a disabled firewall, but that’s as far as it goes. Granted, it’s not
something that can be mandated easily, so proper virus protection remains a
vulnerability in the Windows category.

A

)g:: More a scanning consideration but also a potential vulnerability,

Windows’ default behavior is to respond to scans of open ports—as opposed to Linux,
which defaults to no response at all. This will be addressed further when we explore
scanning and enumeration.
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Mac OS

Apple and its proprietary OS are making a larger and larger market presence, boosted by a
strong advertising campaign and easy-to-use products. Apple products are now making
their way not just to the local Starbucks but into enterprise settings. In one company I
worked for recently, it started with the iPhone. Then all of sudden we started seeing iPads
walking down the halls. Then iMac desktops suddenly started appearing on users’ desks.
Can they be classified as toys? Perhaps, but of greatest importance to both system admins
and pentesters is that these things are attached to the network.

One interesting site that can be used for general comparison of system vulnerabilities is
www.cvedetails.com. A quick perusal of the site for Max OS vulnerabilities brings up quite
a list, such as the following. We intend no Apple bashing, but it’s a definite growing
concern for enterprise administrators and a growing target for hackers like us.

e A primary concern among Mac users, and a benefit to the hacking community, is the
Mac owner mind-set that Macs aren’t susceptible to viruses or attack. It is an
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interesting stance considering that the thing they are claiming to be naturally
impervious from attack is, well, a computer! Even in my own painful years as a system
administrator, the culture is similar even at the enterprise level. I remember calling
our national office for guidance on group policies for our newly acquired Apple
desktops. Answer: “Um, well, we don’t have any policies to apply or a method of
applying them.”

e Feature-rich out-of-the-box performance for many Apples creates quite a juicy attack
surface for those looking to break in. Features such as 802.11 wireless and Bluetooth
connectivity are all standard in an out-of-the-box installation, and such features are all
on the table for a potential doorway in.

e Apple devices simply don’t play well on a Windows domain. Yep, I said it. I'm sure
some would fervently disagree, but Apple on a Windows domain is like spreading
butter on toast outside in December in Grand Forks, North Dakota. Some features will
play nicely, but the majority of those integral features will be a bit hokey. The point
here is when stuff begins to get too hokey, administrators and users alike will begin to
circumvent the normal processes (for example, appropriate login procedures).

Android

First released in November of 2007, the Android OS has quickly grown up and expanded
its install base to over a billion devices worldwide. With such a widely installed and
encountered operating system, the reality is that you will encounter the platform at some
point if you don’t already own it or have encountered it in some way.

Android has proven popular and has seen such rapid growth largely due to its extreme
amount of flexibility, power, customizations, open design, and the fact that it is free to
use. Add to this combination of factors the fact that it has been heavily marketed and
pushed by tech behemoth Google and you have a recipe for a widely adopted and
supported system. Finally, Android is also widely embraced by many technology
enthusiasts due to the fact that it is derived from the extremely popular Linux operating
system.

Currently, Android is estimated to be on at least 80 percent or more of the smartphones
in use today. Similar numbers are seen on tablet devices as well.

Of course, this dominance of the market comes with its problems, one of them being
counterfeit devices from overseas. These devices can be purchased easily and for very low
cost, making them easy to obtain. However, you don’t get something for nothing, and
many of these devices are loaded with malware.



)g:: Android, much like the Linux operating system it is derived from, comes
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in many different versions. The most current official version by Google is Android 6
(codenamed Marshmallow) and was released in early October 2015. But in addition
to the official versions there are many highly customized versions of Android,
including SlimRoms, Dirty Unicorns, and CyanogenMod.

& J

Linux

Enter our open source favorite, Linux, which is not a completely foolproof operating
system but one with a reputation for being a much more secure player in the OS category
than Windows or Apple. As we saw with firewalls, the equipment—or in this case the
operating system—is only as secure as the administrator configuring it. With Linux, this
is particularly true because the OS does expect users to know what they are doing.

e

%::: For someone entering the penetration testing field, one distribution of

r

Linux is very popular and that is Kali Linux. Kali is a distribution of Linux that
includes a number of tools preloaded into the system that allow a wide range of
attacks and tests to be performed.
- J
The OS has done a good job of separating administrative tasks from user accounts. Linux
users aren’t usually running under the administrative account as superuser or root. This
substantially reduces system risk by segregating these functions.

Open source is a double-edged sword. The open source community works hard to ferret
out even the smallest issue in different iterations of Linux, but open source also means
it’s open. Anybody and everybody are privy to the source code. As an open source product,
the responsibility of ensuring the security and hardening of the OS rests more or less on
the shoulders of the administrator installing and maintaining it. Given the right skillset, a
Linux administrator has an ample amount of granularity in terms of locking a system
down; it is just a matter of doing it, and doing it properly.



Backups and Archiving

Backing up data is essential to the survival and continuation of integral operations.
Anyone in the support field who has spent an entire weeknight restoring a server can
attest to this. Let’s cover a few of the basic backup schemes you’ll see in the wild.

( A

’r': The archive bit is a file attribute that signifies to the system if and when a
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file has been modified. This archive bit is then used in a backup scheme to determine
whether a file needs to be backed up.
Full Backup A full backup resets the archive bit of all files and backs them up
accordingly.

Differential Backup This backs up all changed files since the last successful full
backup. This job does not reset the archive bit. The reasoning behind not resetting the
archive bit? Each differential is always based on the last full backup. Thus, any changes
made since that last full backup are backed up...and backed up...and backed up. The
benefit to this scheme is that during a full restore, only the last full backup and the most
recent differential are needed to restore the entire site. The downside is that differentials
can get huge!

Incremental Backup This job backs up all changed files since the last successful full
backup or since the last incremental. An incremental backup does reset the archive bit.
What this equates to is a backup scheme that focuses on efficiency in the initial process.
How? Once an incremental scheme has performed an incremental backup based on the
last full, it bases all subsequent backups on the last incremental. In other words, you get a
bunch of small backup jobs, all with the most recent changes. What this translates into is
a tedious and lengthy full restoration job. The last full backup will need to be restored, as
well as all the incrementals up to the current date.

( N

)": The intent here is not to make you a proficient backup operator but to
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make sure you understand the basics of each scheme and what kind of impact the
loss or compromise of such data can have on a company. Also, from an exam
perspective you should know the benefits of one restore versus another (for example,
the benefits of a full restore versus a differential restore).




Summary

Two complementary yet opposing concepts are at play when talking about network
topologies: logical topology (how traffic enters the network) and physical topology.
Common physical topologies are the bus, ring, star, mesh, and hybrid (the most
common). A token can be passed around for permission to transmit, or a shared media
strategy can be used in which nodes listen for an opening.

The OSI model is an industry standard for data communication. It is broken into seven
layers: Application, Presentation, Session, Transport, Network, Data Link, and Physical.
The OSI model is linear in design; data travels from one end to the other, and each layer
communicates with the next. The TCP/IP protocol suite is an updated and more
applicable framework. Protocols operate as either connection oriented or connectionless;
TCP is a connection-oriented protocol and uses the three-way-handshake (SYN, SYN-ACK,
ACK) in an effort to guarantee delivery.

Knowledge of subnetting—a sequential breakdown of IP addresses based on desired
network size and host quantity—and of common TCP/IP port numbers can aid you in
determining where to search first.

Routers work at layer 3 by directing packets and connecting different networks. Switches
create a collision domain for each port; broadcast domains allow traffic to be broadcast to
all connected nodes. Proxies work at the Application layer and can be used for caching and
filtering of web content. Proxy firewalls can be detailed in what they filter. A packet-
filtering firewall looks only at the header of the packet; a stateful firewall verifies a
legitimate connection between client and host to prove that traffic is legitimate. IPSs are
active and work to prevent further damage when unauthorized activity is sensed on the
network. IDSs simply detect and report.

The main operating systems to be considered are Windows (easily the largest attack
surface), Mac OS, and Linux. Backups and archiving are both critical and detrimental to a
company’s operations. The three kinds of backup schemes are full, differential, and
incremental.



Exam Essentials

Know the OSI model. Ensure that you have a good understanding of the OSI model
and what actions take place at each layer. It is also a good idea to have a general idea of
which common protocols operate at each layer.

Know the TCP/IP three-way handshake. Know what each flag does within the
handshake process: SYN (start), SYN-ACK (acknowledge start), ACK (acknowledge the
acknowledgment). Firmly understanding the handshake process will help in
understanding the basis for, and more easily identifying, potential attacks.

Memorize the ports. Absolutely know your ports! This is where memory does come
into play. Ports are important for the exam and especially for scanning and enumeration.
Remember that Windows systems respond to scans whereas Linux systems don'’t.

Understand how switches work. Be sure to understand switch operation and know a
switch’s limitations in terms of sniffing (e.g., LAN connection isolated to the segment
attached to the specific switchport). Be familiar with ARP and what it accomplishes.

Know the purpose of firewalls, IDSs, and IPSs. Remember that IDSs are passive,
and IPSs are active.

Remember the benefits and weaknesses of backup schemes. Focus on the end
result of each type of backup, not on the details of how to perform one.






Review Questions

1. At which layer of the OSI model does a proxy operate?
A. Physical
B. Network
C. Data Link
D. Application

2. If a device is using node MAC addresses to funnel traffic, what layer of the OSI model
is this device working in?

A. Layer1
B. Layer 2
C. Layer 3
D. Layer 4

3. Which OS holds 90 percent of the desktop market and is one of our largest attack
surfaces?

A. Windows
B. Linux
C. Mac OS
D. iOS
4. Which port uses SSL to secure web traffic?
A. 443
B. 25
C. 23
D. 8o
5. What kind of domain resides on a single switchport?
A. Windows domain
B. Broadcast domain
C. Secure domain
D. Collision domain
6. Which network topology uses a token-based access methodology?
A. Ethernet
B. Star
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C. Bus

D. Ring

Hubs operate at what layer of the OSI model?
A. Layer1

B. Layer 2

C. Layer 3

D. Layer 4

. What is the proper sequence of the TCP three-way-handshake?

A. SYN-ACK, ACK, ACK
B. SYN, SYN-ACK, ACK
C. SYN-SYN, SYN-ACK, SYN
D. ACK, SYN-ACK, SYN

. Which of these protocols is a connection-oriented protocol?

A. FTP
B. UDP
C. POP3
D. TCP

. A scan of a network client shows that port 23 is open; what protocol is this aligned

with?

A. Telnet

B. NetBIOS

C. DNS

D. SMTP

What port range is an obscure third-party application most likely to use?
A. 1to 1024

B. 1025 to 32767

C. 32768 to 49151

D. 49152 to 65535

Which category of firewall filters is based on packet header data only?
A. Stateful

B. Application
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C. Packet
D. Proxy

. An administrator has just been notified of irregular network activity; what appliance

functions in this manner?

A. IPS

B. Stateful packet filtering

C. IDS

D. Firewall

Which topology has built-in redundancy because of its many client connections?
A. Token ring

B. Bus

C. Hybrid

D. Mesh

. When scanning a network via a hardline connection to a wired-switch NIC in

promiscuous mode, what would be the extent of network traffic you would expect to
see?

A. Entire network

B. VLAN you are attached to

C. All nodes attached to the same port

D. None

What device acts as an intermediary between an internal client and a web resource?
A. Router

B. PBX

C. VIC

D. Proxy

Which technology allows the use of a single public address to support many internal
clients while also preventing exposure of internal IP addresses to the outside world?

A. VPN
B. Tunneling
C. NTP
D. NAT



8. What network appliance senses irregularities and plays an active role in stopping that
irregular activity from continuing?

A. System administrator
B. Firewall

C. IPS

D. IDP

9. You have selected the option in your IDS to notify you via email if it senses any
network irregularities. Checking the logs, you notice a few incidents but you didn’t
receive any alerts. What protocol needs to be configured on the IDS?

A. NTP

B. SNMP
C. POP3
D. SMTP

0. Choosing a protective network appliance, you want a device that will inspect packets at
the most granular level possible while providing improved traffic efficiency. What
appliance would satisfy these requirements?

A. Layer 3 switch
B. NAT-enabled router
C. Proxy firewall
D. Application firewall






Chapter 3
Cryptography

CEH EXAM OBJECTIVES COVERED IN THIS CHAPTER:
v III. Security
D. Cryptography
v IV. Tools/Systems/Programs
C. Access control mechanisms
D. Cryptography techniques
v V. Procedures/Methodology
A. Cryptography
B. Public key infrastructure (PKI)

£o03 This chapter covers cryptography, a topic and body of knowledge that
you w111 encounter over and over again during your career as a pentester, IT person, or
security manager. Having a firm grip of the technology and science is indispensable
because cryptography is critical in so many areas. This chapter covers the following
aspects of cryptography:

e Applications of cryptography

Symmetric and asymmetric cryptography

Working with hashing

Purposes of keys

Types of algorithms

Key management issues

Cryptography is the body of knowledge that relates to the protection of information in all
its forms. Through the application of cryptography, you can safeguard the confidentiality
and maintain the integrity as well as the nonrepudiation and authentication of
information. Cryptography provides you with a means of keeping information away from
prying eyes and gives you a way to keep the same information intact from alteration. This
chapter focuses on cryptography and its application in the modern world, but first it



delves into some of the rich history of the science to give you a firm foundation on which
you can build your knowledge.

The science of cryptography provides a unique set of abilities that have been around as
long as humans have wanted to share information with some but not with others.
Although technology, science, and computers have improved on the older methods, what
has remained a constant is the underlying goal of protecting information.

You may have opened this book with little or no knowledge of the technology, or you may
have a basic understanding. In either case, this chapter will get you where you need to be
for the CEH exam and will move cryptography out of the realm of secret agents, spies, and
puzzles and into the realm of practical applications and usage. You’ll learn about
something that is woven into the fabric of your everyday life—from the phone in your
pocket, to the computer on your lap, and even to that card you stick in the ATM or use to
charge dinner.
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%;: Before we get started, let me also take a moment to mention that an
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understanding of cryptography is important not only to properly grasp certain
technology but also for legal reasons. If you work in or encounter businesses in the
financial, healthcare, or defense industries, for example, you will need to have a
command of cryptography as it is mandated (even down to acceptable algorithms and
strengths) in many environments. Choosing the wrong algorithm (even one that
works just as well but is not approved by regulations) can not only lead to a serious
security issue but could also result in legal action and financial penalties.




Cryptography: Early Applications and Examples

So what is cryptography? Why should you even care? I'll see if I can answer these
questions by looking at the body of knowledge and exploring its depths. Cryptography
deals with protection and preservation of information in all its forms. This science has
evolved dramatically over time, but its underlying goal has never changed, even though
the tools have. As information has changed and human beings have gotten smarter, the
technology has become substantially more advanced to keep up with changing issues and
threats. If you look back in time and trace the evolution of the science up to the current
day, you’ll see that technology in the form of increasingly powerful computers has made
the process more complex and innovative as well as stronger.

In the field of cryptography, the topic of encryption gets by far the most attention and can
probably be said to be the “sexy” form of the art. Other techniques such as steganography
also belong in this field, but encryption is the one that attracts the most attention for
manipulating and protecting information. Also within the field of cryptography is
cryptanalysis, which deals with unlocking or uncovering the secrets that others try so
hard to hide or obscure. Cryptanalysis is an old science that has been around as long as
people have been trying to keep things secret.

History of Cryptography

I know you purchased this book not for history lessons but for information on how to
become an ethical hacker. Yet you can learn things by studying the history of
cryptography, which can help you relate to the techniques a little better. Early cultures
taught us that cryptography is simply a technique or group of techniques used to protect
information. The primitive techniques of times past may look antiquated and simple in
the face of today’s complex and mind-numbing technologies, but the basic concept has
not changed.

Cryptography is far from being a new technology and has existed for a very long time. The
story goes back at least 4,000 years, if not longer. Along the way, many different systems
have been developed, with some falling out of favor while others evolved into different
forms. Let’s look at some of the early applications of cryptography to demystify this topic
and make it more understandable.

( )

‘Jd;: Interestingly enough, if you go back far enough you’ll find that some older

cultures and civilizations found the practice of writing in code to be tantamount to
conversing with the devil or evil spirits. In fact, the practice in some parts of the
world was associated with nothing less than spiritual properties and frequently black
magic.
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The intricate patterns and glyphs used in Egyptian hieroglyphics were commonly used for



spiritual and religious reasons. The ancient Egyptians were probably using the system not
so much to withhold secrets but because they wanted a special writing system to
commune with their gods and eternity. It is believed that only members of the royal
family and the religious orders could fully understand how to read and write the system
and comprehend it fully.
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somewhat sure that the last individuals who could render it natively passed away
more than 1,500 years ago.

. J

The pictograms served as a way to illustrate the life story of the deceased of royal and
noble descent. From what we can tell, the language was purposely controlled and
designed to be cryptic, to provide an air of mystery about it, and to inspire a sense of awe.
However, over time, the writing system became more complex; eventually the public and
those who could write the language either passed away or turned their interests to other
endeavors, and the ability to decipher the symbols was lost for a time. It wasn’t until the
middle of the eighteenth century that several attempts were made by Europeans to
uncover its secrets, which were perceived to be either mystical or scientific. The symbols,
despite the work of scholars, stubbornly held onto their secrets for many more years.

In 1799, a chance discovery in the sands of Egypt by the French Army uncovered
something that would be instrumental in decoding the language. The Rosetta stone was
the key that allowed modern civilization to understand a language that was nearly lost,
though it took over 20 years of concerted effort to reveal the language to the world once
again. Figure 3.1 shows the Rosetta stone, which is now kept in the British Museum.



Figure 3.1 The Rosetta stone
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through careful application of techniques that may or may not be reversed to reveal
the original message.
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Tracing the Evolution

As with the ancient Egyptians and Romans, who used secret writing methods to obscure
trade or battle information and hunting routes, one of the most widely used applications
of cryptography is in the safeguarding of communications between two parties wanting to
share information. Guaranteeing that information is kept secret is one thing, but in the
modern world it is only part of the equation. In today’s world, not only must information
be kept secret, but provisions to detect unwelcome or unwanted modifications are just as
important. In the days of Julius Caesar and the Spartans, keeping a message secret could
be as simple as writing it in a language the general public didn’t, or wasn’t likely to,



understand. Later forms of encryption require that elaborate systems of management and
security be implemented in order to safeguard information.

Is the body of knowledge relating to cryptography concerned only with protecting
information? Well, in the first few generations of its existence, the answer was yes, but
that has changed. The knowledge is now used in systems to authenticate individuals and
to validate the entity that sent a message or initiated an action to the receiving party.

Cryptography has even made some of the everyday technologies that you use possible.
One area that owes its existence to cryptography is e-commerce. E-commerce demands
the secure exchange and authentication of financial information. The case could be made
that e-commerce would not exist in anything resembling its current form without the
science of cryptography.

Another area that has benefited tremendously from the science of cryptography is mobile
technologies. The careful and thoughtful application of the science has led to a number of
threats such as identity theft being thwarted. Mobile technologies implement
cryptographic measures to prevent someone from duplicating a device and running up
thousands of dollars in fraudulent charges or eavesdropping on another party.

So what does the field focus on? Each of the following is a topic you need to understand
to put the tools and techniques in their proper context:

Confidentiality Confidentiality is the primary goal that encryption seeks to achieve.
Encryption is done to keep secret information from disclosure, away from prying eyes.
Under perfect conditions, encryption should be impossible to break or reverse unless an
individual possesses the correct key. Confidentiality is the more widely sought aspect of
encryption.

Integrity Cryptography can detect changes in information and thus prove its integrity or
original unmodified state. You’ll learn more about this in the section “Understanding
Hashing,” later in this chapter.

Authentication Cryptography allows a person, object, or party to be identified with a
high degree of confidence. Authentication is an essential component of a secure system
because it allows software and other things to be positively identified. A common scenario
for authentication nowadays is in the area of device drivers, where it provides a means of
having a driver signed and verified as coming from the actual vendor and not from some
other unknown (and untrusted) source. Authentication in the context of electronic
messaging provides the ability to validate that a particular message originated from a
source that is a known entity that, by extension, can be trusted.

Nonrepudiation The ability to provide positive identification of the source or originator
of an event is an important part of security.

Key Distribution One of the most valuable components of a cryptosystem is the key,
which is the specific secret combination or code used in a cryptographic function.



Cryptography in Action

You will encounter cryptography in many forms throughout this book. It is applied to
many different technologies and situations and, as such, is something you need to have a
firm grasp of.

Here are some examples of applied cryptography:
e Public key infrastructure (PKI)
¢ Digital certificates
¢ Authentication
e E-commerce
o RSA
e MD-5
¢ Secure Hash Algorithm (SHA)
e Secure Sockets Layer (SSL)

e Pretty Good Privacy (PGP)
e Secure Shell (SSH)

)g:: RSA is an asymmetric algorithm used for both encryption and
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authentication that was invented by Ron Rivest, Adi Shamir, and Leonard Adleman.
The RSA algorithm is built into current operating systems by Microsoft, Apple, Sun,
and Novell. In hardware, the RSA algorithm can be found in secure telephones, on
Ethernet network cards, and on smart cards. RSA shares its name with the company
of the same name.
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In many cases, encryption technologies are not only an important part of a technology or
system but also a required part that cannot be excluded. For example, e-commerce and
similar systems responsible for performing financial transactions typically will include
encryption technologies not only because of the protection it offers but also because it
makes legal sense to do so. Introducing encryption to a system does not ensure bullet-
proof security because it may still be compromised—but encryption does make hackers
work a little harder.

So How Does It Work?

Cryptography has many different ways of functioning. Before you can understand the
basic process, you must become familiar with some terminology. With this in mind, let’s
look at a few of the main terms used in the field of cryptography:



Plain Text/Clear Text Plain text is the original message. It has not been altered; it is
the usable information. Remember that even though Caesar’s cipher operates on text, it is
but one form of plain text. Plain text can literally be anything.

Cipher Text Cipher text is the opposite of plain text; it is a message or other data that
has been transformed into a different format using a mechanism known as an algorithm.
It is also something that can be reversed using an algorithm and a key.

Algorithms Ciphers, the algorithms for transforming clear text into cipher text, are the
trickiest and most mysterious part of the encryption process. This component sounds
complex, but the algorithm or cipher is nothing more than a formula that includes
discrete steps that describe how the encryption and decryption process is to be performed
in a given instance.

Keys Keys are an important, and frequently complicated, item. A key is a discrete piece of
information, usually random in nature, that determines the result or output of a given
cryptographic operation. A key in the cryptographic sense can be thought of in the same
way a key in the physical world is: as a special item used to open or unlock something—in
this case, a piece of information. In the encryption world, a key is used to produce a
meaningful result and without it a result would not be possible.
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e" The terms listed here are critical to understanding all forms of cryptography.

You’ll be seeing them again not only in this chapter but in later chapters as well. In
addition, a firm understanding of cryptography will go far in giving you a head start
in understanding many security technologies and concepts outside of the CEH exam.
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Next, let’s look at the two major types of cryptography: symmetric and asymmetric (aka
public-key cryptography).
Symmetric Cryptography

Symmetric algorithms do some things really well and other things not so well. Modern
symmetric algorithms are great at all of the following:

e Preserving confidentiality
¢ Increased speed over many non-symmetric systems
e Ensuring simplicity (relatively speaking, of course)
e Providing authenticity

Symmetric algorithms have drawbacks in these areas:
¢ Key management issues

e Lack of nonrepudiation features



First, let’s focus on the defining characteristic of symmetric encryption algorithms: the
key. All algorithms that fit into the symmetric variety use a single key to both encrypt and
decrypt (hence the name symmetric). This is an easy concept to grasp if you think of a key
used to lock a gym locker as the same key used to unlock it. A symmetric algorithm works
exactly the same way: The key used to encrypt is the same one used to decrypt. Figure 3.2
shows the concept of symmetric encryption.
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Figure 3.2 Symmetric encryption

Common Symmetric Algorithms

There are currently a myriad of symmetric algorithms available to you; a Google search
turns up an endless sea of alphabet soup of algorithms. Let’s look at some common
algorithms in the symmetric category:

Data Encryption Standard (DES) Originally adopted by the U.S. Government in 1977,
the DES algorithm is still in use today. DES is a 56-bit key algorithm, but the key is too
short to be used today for any serious security applications.

DES is still encountered in many applications but should never be chosen without very
careful consideration or the lack of other viable options.

Triple DES (3DES) This algorithm is an extension of the DES algorithm and is three
times more powerful than the DES algorithm. The algorithm uses a 168-bit key.

Triple DES, or 3DES, is very commonly used and is a component of many security
solutions including e-commerce and others.

Blowfish Blowfish is an algorithm that was designed to be strong, fast, and simple in its
design. The algorithm uses a 448-bit key and is optimized for use in today’s 32- and 64-bit
processors (which its predecessor DES was not). The algorithm was designed by
encryption expert Bruce Schneier.



International Data Encryption Algorithm (IDEA) Designed in Switzerland and
made available in 1990, this algorithm is seen in applications such as the Pretty Good
Privacy (PGP) system (see the section “Pretty Good Privacy” later in this chapter).

( A

’r': The goal of the Advanced Encryption Standard (AES) competition,
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announced in 1997, was to specify “an unclassified, publicly disclosed encryption
algorithm capable of protecting sensitive government information well into the next

century” (http://competitions.cr.yp.to/aes .html). The National Institute of
Standards and Technology (NIST) organized the AES competition.
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RC2 Originally an algorithm that was a trade secret of RSA Labs, the RC2 algorithm crept
into the public space in 1996. The algorithm allows keys between 1 and 2,048 bits. The
RC2 key length was traditionally limited to 40 bits in software that was exported to allow
for decryption by the U.S. National Security Agency.

RC4 Another algorithm that was originally a trade secret of RSA Labs, RC4, was revealed
to the public via a newsgroup posting in 1994. The algorithm allows keys between 1 and
2,048 bits.

RC4 is notable for its inclusion in the Wired Equivalent Protection (WEP) protocol used
in early wireless networks.

RCj5 Similar to RC2 and RC4, RCs5 allows users to define a key length.

RC6 RC6 is another AES finalist developed by RSA Labs and supports key lengths of 128—
256 bits.

Rijndael or Advanced Encryption Standard (AES) This successor to DES was
chosen by the National Institute of Standards and Technology (NIST) to be the new U.S.
encryption standard. The algorithm is very compact and fast and can use keys that are
128-, 192-, or 256-bits long.

Rijndael was and is the name of the encryption algorithm submitted for consideration by
the U.S. Government as its new encryption standard. When the algorithm was selected, it
was renamed AES. While some may argue that Rijndael and AES are different, they are
for all intents and purposes the same.

Twofish This AES candidate, also developed by Bruce Schneier, supports key lengths of
128—-256 bits.

Asymmetric, or Public Key, Cryptography

Asymmetric, or public key, cryptography is a relatively new form of cryptography that was
only fully realized in the mid-1970s by Whitfield Diffie and Martin Hellman. The new
system offered advantages, such as nonrepudiation and key distribution benefits, that
previous systems did not.


http://competitions.cr.yp.to/aes.html

Public key systems feature a key pair made up of a public key and a private key. Each
person who participates in the system has two keys uniquely assigned to them. In
practice, the public key will be published in some location, whereas the private key will
remain solely in the assigned user’s possession and will never be used by anyone else
(lest security be compromised).
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’r"’ The concept of public key cryptography was intended as a way to
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overcome the key management problems inherent in previous systems. In this
system, each user who is enrolled receives a pair of keys called the public key and the
private key. Each person’s public key is published, whereas the private key is kept
secret. By creating the keys this way, the need for a shared symmetric key is
eliminated. This option also secures the communication against eavesdropping or
betrayal. In addition, this system of generating keys provides a means of
nonrepudiation that is not possible with symmetric systems.
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Both keys can be used to encrypt, but when either key is used only the other key can
reverse it. For example, if you were to encrypt a message with my public key, I would be
the only one who could decrypt it since I have the private key that can open it. The reverse
is true as well. Figure 3.3 shows a diagram of the asymmetric encryption process.
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Figure 3.3 Asymmetric encryption

The only requirement is that public keys must be associated with their users in a trusted
manner. With PKI, anyone can send a confidential message by using public information,
although the message can be decrypted only with the private key in the possession of the



intended recipient. Furthermore, public key cryptography meets the needs for privacy and
authentication.

How Does It Work?

( )
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é" We use the names Alice and Bob in our examples in this chapter. These

names are not randomly chosen, however. They are commonly used when referring
to the parties involved in any cryptographic transaction as an example.
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In our example Alice wants to send a message to Bob and keep it secret at the same time.
To do so Alice will locate Bob’s public key and use it to encrypt her message. Once she
sends the message to Bob, he will use his private key to decrypt the message. No
intermediate party will be able to view the message since only one person, Bob, has the
means to decrypt it.

If the other key is used—the private key—then a process using digital signatures becomes
possible. Since anything encrypted with the private key can be reversed only with the
corresponding public key and only one person holds the private key, then the identity of
the encrypting party can be assured.

Signing an electronic message involves the following process: In our example Alice will
create a message and then perform a special type of mathematical computation against it;
then she will use her private key to complete the operation. If Bob receives the message,
he will simply retrieve Alice’s public key and use it to verify that the private key was used.
If the process can be reversed with the key, that means it came from Alice; if it can’t, then
it didn’t come from Alice.

A hash function is used in both creating and verifying a digital signature. A hash function
is an algorithm that creates a digital representation, or fingerprint, in the form of a hash
value or hash result of a standard length (which is usually much smaller than the
message but unique to it). Any change to the message invariably produces a different
hash result when the same hash function is used. In the case of a secure hash function,
known as a one-way hash function, it is not possible to derive the original message from
the hash value.
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)ﬁﬁ Hashing is a one-way process commonly used to validate the integrity of

information. A hash function generates a fixed-length value that is always the same
length no matter how large or small the data entering the process or algorithm
happens to be. Additionally, the resulting output is intended to be nonreversible or
very nearly impossible to reverse. The fixed-length value generated is unique for
every different input that enters the process. It is because of this unique property and
behavior that hashes are used to detect the alterations to data of any type.
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To perform verification of the message, hashing is used as part of the digital signature
creation. When the message is received by the intended party or parties, the hashing
process is re-created and then compared to the one the original sender created. If the two
match, the message is verified as being unchanged because the hashes match. Figure 3.4
shows how the digital signature process works.
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Figure 3.4 A digital signature in use

But How Do You Know Who Owns a Key?

How do you know a key belongs to a certain individual? Well, that’s where certificate
authorities (CAs) come into play. To bind a key pair to a specific signer, a CA will issue a



digital certificate, an electronic credential that is unique to a person, computer, or service.
When a party is presented with the certificate, they can view the credential, inspect the
public key, and use it to verify the private key, or more accurately, anything that was
performed with the private key.
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’r"’ A certificate’s principal function is to bind a key pair with a particular
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subscriber. The recipient of the certificate wants to verify that the digital signature
was created by the subscriber named in the certificate; to do so, they can use the
public key listed in the certificate to verify that the digital signature was created with
the corresponding private key.
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The certificate is issued under certain conditions, and if those conditions are violated or
called into question, then the certificate must be revoked. If the user were to lose control
of the private key, the certificate would become unreliable, and the CA might revoke the
certificate.

A digital certificate is a cryptographically sealed object that is populated with various
pieces of information. Some of the items included on the digital credential are these:

e Version

e Serial number

e Algorithm ID

e Issuer

e Validity

e Not before

e Not after

e Subject

e Subject public key info
e Public key algorithm
¢ Subject public key

The certificate is signed by generating a hash value and encrypting it with the issuer’s
private key. At this point if the certificate is altered—for example, if a party tries to replace
the public key—the certificate becomes invalid and the client should see a warning
indicating that. If a client possesses the issuer’s public key and trusts the issuer of the
key, then the client will assume the public key in the certificate checks out. For an
attacker to compromise the system, they would have to have access to either the private
key of the server or the private key of the issuer to successfully impersonate one of the
parties.



A digital certificate allows you to associate the public key with a particular service, such as
a web server, for use in e-commerce.

Authenticating the Certificate

A digital certificate complements or replaces other forms of authentication. A user who
presents the credential must have a method in place that allows the credential to be
validated. One such method is the CA. When you present a certificate to another party,
the credential is validated and allows the party or parties of a transaction to have their
identities confirmed. Once a series of steps is undertaken, secure communication or the
validation of items such as the digital signature can take place.

Enter the PKI System

A CA creates and revokes certificates that it has in its control along with the associated
public keys. A CA can be controlled by a company for its internal use or by a public entity
for use by any who wish to purchase a credential from the controlling party.

A CA is a trusted third party that is responsible for issuing, managing, identifying, and
revoking certificates as well as enrolling parties for their own certificates. The CA vouches
for the identity of the holder of any given certificate. A CA issues credentials to banks,
webmail, VPNs, smart cards, and many other entities. The CA gathers information,
validates, and issues a credential to the requesting party if everything checks out.

The CA will require a party to provide information that proves identity. Items such as
name, address, phone, physical data such as faxed records, and other records and personal
interviews might also be required as policy dictates. Once this information is obtained
and validated, the CA will issue the certificate or validate an existing certificate. A publicly
owned CA such as Thawte or VeriSign typically will perform a background check by asking
the requester to provide documentation such as a driver’s license, passport, or other form
of ID. Figure 3.5 shows the PKI system on a small scale.
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Figure 3.5 The PKI ecosystem

When a CA issues a certificate, a series of actions that you should know about takes place:
1. The request is received.

. Background information is requested by the CA and validated.

The information provided by the requester is applied to the certificate.

The CA hashes the certificate.

The issuing CA signs the hashed certificate with their private key.

The requester is informed that their certificate is ready for pickup.

The requester installs the certificate on their computer or device.
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The requester is able to confirm the validity of the certificate issuer by verifying the
issuer’s digital signature.

A CA is able to perform a number of roles in addition to the validation process outlined
here. Some actions that a CA is called on to perform include the following:



Generation of the Key Pair When a CA goes through the process of creating a
certificate, a key pair that is made up of a public key and a private key is generated. The
public key is made available to the public at large, whereas the private key is given to the
party requesting the digital certificate.

Generation of Certificates The CA generates digital certificates for any authorized
party when requested. This certificate is generated after validation of the identity of the
requesting party, as mentioned earlier.

Publication of the Public Key The public key is bound to each digital certificate.
Anyone who trusts the CA or requests the public key will get the key for their use.

Validation of Certificates When a certificate is presented by one party to another, it
must be validated. Since both parties involved typically do not know each other, they
must rely on a third party who is trusted; this is the role of the CA.

Revocation of Certificates If a certificate is no longer needed or trusted, it can be
revoked before it expires.

All CAs are not the same. The types of CAs are as follows:

Root CA The root CA initiates all trust paths. The root CA is the top of the food chain and
thus must be secured and protected; if its trust is called into question, all other systems
and subsequently generated certificates will become un-trustable.

Trusted Root CA A trusted root CA is a CA that’s added to an application such as a
browser by the software vendor. It signifies that the application vendor trusts the CA and
assigns the entity a high level of trust.

Peer CA The peer CA provides a self-signed certificate that is distributed to its certificate
holders and used by them to initiate certification paths.

Subordinate CA A subordinate CA does not begin trust paths. Trust initiates from a root
CA. In some deployments, a subordinate CA is referred to as a child CA.

Registration Authority (RA) The RA is an entity positioned between the client and the
CA that is used to support or offload work from a CA. Although the RA cannot generate a
certificate, it can accept requests, verify a person’s identity, and pass along the
information to the CA that will perform the actual certificate generation. RAs are usually
located at the same level as the subscribers for which they perform authentication.

Building a PKI Structure

Now that you understand what CAs and digital certificates are, let’s build a public-key
infrastructure (PKI) system. The term does not refer to a single technology but rather a
group of technologies and concepts that work together as a unit to accomplish the tasks
we described earlier. PKI is designed to validate, issue, and manage certificates on a large
scale. The system is simply a security architecture that you can use to provide an
increased level of confidence for exchanging information over an insecure medium.



Any systems that interact with this system must be PKI aware, but that is a common
feature in today’s environment. A PKI-aware application is any application that knows
how to interact with a PKI system. Most applications have this ability, including web
browsers, email applications, and operating systems. All these applications offer the
ability to interact with the system described in this chapter and do so transparently.

When working with PKI, understand that what’s tying the whole system together is trust.
Trust is absolutely important because without it the system falls apart pretty quickly.

Putting all the building blocks together, it is possible to see the whole process of creating
a digital signature. Digital signatures make use of several types of encryption such as
asymmetric, public and private key encryption, and hashing. By combining these
cryptographic functions, you can provide authentication of a message or digital item. Let’s
look at each component:

Digital Certificates Certificates are an essential component in the creation of a digital
signature. Remember earlier when I said that a public key is bound to a digital certificate?
This configuration pays off here. The digital certificate tells a requester of the public key
that it belongs to a specific party and, by extension, it is the companion of the private key.

Hashing This is the algorithm that lets you know whether or not an item has been
altered. The hash essentially tells the receiver that the document existed in a certain state
when it was sent, and if the hash no longer matches, then the information should not be
trusted. You’ll learn more about this topic in the next section.



Understanding Hashing

Simply put, hashing can be considered a type of one-way encryption. More accurately, it is
a process that creates a scrambled output that cannot be reversed—or at least cannot be
reversed easily. The process of hashing takes plain text and transforms it into cipher text
but does so in such a way that it is not intended to be decrypted. The process outputs
what is known as a hash, hash value, or message digest. Figure 3.6 shows a hash created
from the input “Hello World.”
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Figure 3.6 Hash generated from “Hello World” using MD5

Designed to be a one-way process, hashing is commonly used to validate the integrity of
information. A hash function generates a fixed-length value that is always the same
length no matter how large or small the data entering the process or algorithm is. The
resulting output, as we already discussed, is intended to be nonreversible or very nearly
impossible to reverse. The fixed-length value is unique for every different input that
enters the process. It is because of this unique property and its behavior that hashes are
used to detect the changes that can happen in data of any type.

Hashing lets you easily detect changes in information: Anything that is hashed and then
changed, even a small amount, will result in an entirely different hash from the original.
Hashed values are the result of information being compressed into the fixed-length value.
A one-way hash function is also known as a thumbprint.

The following is a list of hashing algorithms currently in use:

Message Digest 2 (MD2) A one-way hash function used in the privacy-enhanced mail
(PEM) protocols along with MDs5.

Message Digest 4 (MD4) A one-way hash function used for PGP and other systems.
MD4 has been replaced by MD5 in most cases.

Message Digest 5 (MD5) An improved and redesigned version of MD4 that produces a
128-bit hash. MDs5 is still extremely popular in many circles, but it is being phased out
due to weaknesses that have led to the system being vulnerable. In many cases, MD5 has
been replaced with SHA2.

Message Digest (MD6) A hashing algorithm that was designed by Ron Rivest.



HAVAL A variable-length, one-way hash function and modification of MD5. The name is
derived from the phrase “hash algorithm of variable length.”

RIPE-MD A hashing algorithm commonly used in Europe.

Secure Hash Algorithm-0 (SHA-0) Used prior to SHA-1, it has since been replaced by
SHA-1 and even SHA-2.

Secure Hash Algorithm-1 (SHA-1) One of the other more commonly used hashing
algorithms. It has been compromised and is being replaced by SHA-2.

Secure Hash Algorithm-2 (SHA-2) Designed to be an upgrade to SHA-1, SHA-2
identifies the range of hash lengths above SHA-1 (SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224, and SHA-512/256).

Let’s look at an example of the hashing process. Say you have two parties, Sean and Zelda.
Sean is the sender of the message and Zelda is the receiver:

1. Sean creates a message.

Sean hashes the message using an algorithm such as MD5 or SHA2.
Sean encrypts the hash with his private key.

Sean binds the encrypted bundle and the plaintext message together.
Sean sends the combination to Zelda.

Zelda sees that the message came from Sean.

RSN S

Seeing who the sender is, Zelda retrieves Sean’s public key from the CA they both
trust.

8. Zelda decrypts the encrypted hash value; it decrypts successfully, thus validating the
identity of the sender (Sean).

9. After the hash is decrypted, Zelda reruns the M D5 algorithm against the plaintext
message and compares the new hash with the one she received from Sean.

0. If the two hashes match, the message has not been altered since Sean signed it.



Issues with Cryptography

Much like any system that will be explored in this text, cryptography has its faults and
potential attacks. Attacks are designed to leverage weaknesses in both implementation
and logic in many cases. However, one thing that you should always keep in mind is that
no matter how strong or well designed a system may be, it will always be vulnerable to
those with enough computing power, time, and determination.

( A

‘Jd’“: Cryptographic systems are all vulnerable to what is known as a brute-force

attack. In such an attack, every possible combination of characters is tried in an
attempt to uncover a valid key. This type of attack can take an extremely long time to
be successful, depending on the cryptosystem and key length being targeted.
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The first type of attack we’ll look at is the one most commonly seen in movies, books, and
other media: the brute-force attack. A brute-force attack works by trying every possible
combination of codes, symbols, and characters in an effort to find the right one. DES is
vulnerable to brute-force attacks, whereas Triple-DES encryption is very resistant to
brute-force attacks because of the time and power involved to retrieve a key; see Table 3.1.

Table 3.1 Cracking times for 40- and 56-bit keys

Budget 40-bit Key 56-bit Key
Regular user 1 week 40 years
Small business 12 minutes 556 days
Corporation 24 seconds 19 days

Large multinational 0.005 seconds 6 minutes
Government 0.0002 seconds 12 seconds

In addition to a brute-force attack, other methods designed to recover a key include the
following:

Cipher-Text-Only Attack The attacker has some sample of cipher text but lacks the
corresponding plain text or the key. The goal is to find the corresponding plain text in
order to determine how the mechanism works. Cipher-text-only attacks tend to be the
least successful based on the fact that the attacker has very limited knowledge at the
outset.

Known Plaintext Attack The attacker possesses the plain text and cipher text of one or
more messages. The attacker will then use this acquired information to determine the key
in use. This attack shares many similarities with brute-force attacks.

Chosen Plaintext Attack The attacker is able to generate the corresponding cipher text
to deliberately chosen plain text. Essentially, the attacker can feed information into the



encryption system and observe the output. The attacker may not know the algorithm or
the secret key in use.

Chosen Cipher-Text Attack The attacker is able to decrypt a deliberately chosen cipher
text into the corresponding plain text. Essentially, the attacker can feed information into
the decryption system and observe the output. The attacker may not know the algorithm
or the secret key in use.

Another type of successful attack involves not even cracking the key but simply recording
some traffic and replaying it later. This type of attack requires that the attacker record
network traffic through sniffing and then retransmit the information later or extract the
key from the traffic.

Another related attack is the man-in-the-middle (MITM) attack, which is carried out
when the attacker gets between two users with the goal of intercepting and modifying
packets. Consider that in any situation in which attackers can insert themselves in the
communications path between two users, the possibility exists that the information can
be intercepted and modified.

Do not forget that social engineering can be effective in attacking cryptographic systems.
End users must be trained to protect sensitive items such as private cryptographic keys
from unauthorized disclosure. Attackers are successful if they have obtained
cryptographic keys, no matter how the task was accomplished. If they can decrypt
sensitive information, it is “game over” for the defender. Social engineering attacks can
take many forms, including coercing a user to accept a self-signed certificate, exploiting
vulnerabilities in a web browser, or taking advantage of the certificate approval process to
receive a valid certificate and apply it to the attacker’s own site.



Applications of Cryptography

Cryptography can be applied in communication of data and information, which you will
see in the form of IPsec, SSL, and PGP. In this section we will examine these protocol
suites and see how cryptography fits in.

IPsec

Internet Protocol Security (IPsec) is a set of protocols designed to protect the
confidentiality and integrity of data as it flows over a network. The set of protocols is
designed to operate at the Network layer of the OSI model and process packets according
to a predefined group of settings.

Some of the earliest mechanisms for ensuring security worked at the Application layer of
the OSI model. IPsec is a new technology that has proven to be more successful than
many of the previous methods. IPsec has been widely adopted not only because of its
tremendous security benefits but also because of its ability to be implemented without
major changes to individual computer systems. IPsec is especially useful for
implementing virtual private networks and for remote user access through dial-up
connection to private networks.

IPsec provides two mechanisms for protecting information: Authentication Header and
Encapsulating Security Payload. The two modes differ in what they provide:

o Authentication Header (AH) provides authentication services and provides a way to
authenticate the sender of data.

e Encapsulating Security Payload (ESP) provides a means to authenticate information
as well as encrypt the data.

The information associated with each of these services is inserted into the packet in a
header that follows the IP packet header. Separate key protocols, such as the
ISAKMP/Oakley protocol, can be selected.
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EXERCISE 3.1

Working with IPsec

In this exercise you will learn how to create a simple IPsec policy in the Windows
operating system.

The following steps show you how to create an IPsec Negotiation policy on a
Windows computer:

1. On Computer A, click Start > All Programs > Administrative Tools, and then
select Local Security Policy.

2. Right-click IP Security Policies on the Local Computer node, and then choose




Create IP Security Policy.
On the Welcome screen of the IP Security Policy Wizard, click Next.

4. In the Name field, type secure21. In the Description field, type policy to encrypt
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rrp, and then click Next.

On the Default Response Rule Authentication Method screen, choose the option
Use This String To Protect The Key Exchange (Preshared Key) and type passwozd.

On the Completing The IP Security Policy Wizard screen, ensure that Edit
Properties is selected, and then click Finish.

In the Secure21 Properties dialog box, click Add.
On the Welcome To The Create IP Security Rule Wizard screen, click Next.

On the Tunnel EndPoint screen, click This Rule Does Not Specify A Tunnel. Click
Next.

On the Network Type screen, click All Network Connections, and then click Next.
On the IP Filter List screen, click Add.

In the IP Filter List dialog box that appears, type Link1986, and then click Add.
On the Welcome screen of the IP Filter Wizard, click Next.

In the Description field, type 21 1psec Filter. Click Next.

On the IP Traffic Source screen, click Any IP Address, and then click Next.

On the IP Traffic Destination screen, click Any IP Address, and then click Next.

On the IP Protocol Type screen, click TCP in the drop-down list, and then click
Next.

On the Protocol Port screen, select From This Port, type 21 in the text box, select
To Any Port, and then click Next.

On the Completing The IP Filter Wizard screen, click Finish, and then click OK.
In the IP Filter list, select Link1986, and then click Next.

In the Filter Action dialog box, click Add.

In the Filter Action Wizard dialog box, click Next.

In the Filter Action Name dialog box, type secure21Fiiter, and then click Next.

In the Filter Action General Options dialog box, select Negotiate Security, and
then click Next.

On the Communicating With Computers That Do Not Support IPsec screen, select
Do Not Allow Unsecured Communications, and then click Next.

On the IP Traffic Security screen, select Integrity and Encryption, and then click




Next.
27. On the Completing The IP Security Filter Action Wizard screen, click Finish.
28. In the Filter Action dialog box, select Secure21Filter, and then click Next.

29. In the Authentication Method dialog box, select Use This String To Protect The
Key Exchange (Preshared Key), type password, and then click Next.

30. On the Completing The Security Rule Wizard screen, click Finish.
31. In the Secure21 Properties dialog box, click OK.
Once you’ve created the policy, you must activate it, so let’s do that.
On Computer A:
1. Click Start > All Programs > Administrative Tools > Local Security Policy.

2. Select the Local Computer node > IP Security Policies, and in the right pane
right-click the Secure21 policy and click Assign.

On Computer B:

1. In the Local Security Policy Microsoft Management Console (MMC), on the Local
Computer node right-click IP Security Policies, select All Tasks, and then click
Export Policies.

2. In the Save As dialog box, type c:\IPsecPolicy\IPsecurityPolicy2l.ipsec, and
then click Save. You must then save the IPsec policy.

Import the security policy to a Windows machine.

Next, configure a Security Association rule in the Windows Firewall with Advanced
Security MMC:

1. On Computer A, click Start > Administrative Tools > Windows Firewall With
Advanced Security.

2. Select and then right-click Connection Security Rules, and then click New Rule.

3. In the New Connection Security Rule Wizard, select Server-To-Server, and then
click Next.

4. On the Endpoints screen, select Any IP Address for both options, and then click
Next.

5. On the Requirements screen, select Require Authentication For Inbound And
Outbound Connections, and then click Next.

6. On the Authentication Method screen, select Preshared Key, type password in the
text box, and then click Next.

7. On the Profile screen, verify that the Domain, Private, and Public options are
selected, and then click Next.




8. In the Name text box, type secure Server Authentication Rule, and then click
Finish.

9. Perform steps 1—8 on Computer B.

Pretty Good Privacy

Pretty Good Privacy (PGP) is another application of cryptographic technologies. Using
public key encryption, PGP is one of the most widely recognized cryptosystems in the
world. PGP has been used to protect the privacy of email, data, data storage, and other
forms of communication such as instant messaging.

( A

A

)g:: Early versions of PGP were written by its creator Philip Zimmermann and

first offered to the public in 1991. The program is one example of an open source
application and as such has several different versions available, with everyone having
an opinion about which is best.
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PGP was designed to provide the privacy and security measures that are not currently
present in many forms of online communication. The email travels to the destination or
recipient in this encrypted form. The recipient will use PGP to decrypt the message back
into plain text.

The PGP system is a simple but innovative mechanism that uses a process similar to the
public and private key system we explored earlier in this chapter. The key pair consists of
a public key and a private key; the public key encrypts messages and the private key
decrypts them.

A PGP user can also use their private key to digitally sign outgoing mail so that the
recipient knows the mail originated from the named sender. A third party would not have
access to the private key, so the digital signature authenticates the sender.

Sensitive data files stored on your hard drive or on removable media can also be protected
using PGP. You can use your public key to encrypt the files and your private key to
decrypt them. Some versions also allow the user to encrypt an entire disk. This is
especially useful for laptop users in the event the laptop is lost or stolen.

Secure Sockets Layer

Another important mechanism for securing information is Secure Sockets Layer (SSL).
The SSL protocol was developed by Netscape in the mid-1990s and rapidly became a
standard mechanism for exchanging data securely over insecure channels such as the
Internet.



%;: SSL is supported by all modern browsers and email clients transparently.
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When a client connects to a location that requires an SSL connection, the server will
present the client with a digital certificate that allows the client to identify the server. The
client makes sure the domain name matches the name on the certificate and that the
certificate has been generated by a trusted authority and bears a valid digital signature.

Once the handshake is completed, the client will automatically encrypt all information
that is sent to the server before it leaves the computer. Encrypted information will be
unreadable en route. Once the information arrives at the secure server, it is decrypted
using a secret key. If the server sends information back to the client, this information will
also be encrypted on the server end before being transmitted.
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‘Jd;: A mutual authentication situation could also take place where both ends

of the communication channel are authenticated—both the client and the server.
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Summary

In this chapter we covered many components of cryptography and discussed the
importance of each. With a firm grasp of the science of cryptography, you will be able to
progress into the area of pentesting and IT much further than you could without such
knowledge.

Cryptography is able to provide many services to keep data and services secure and safe.
The ability to provide confidentiality, integrity, nonrepudiation, and authentication is
invaluable, with each being useful alone and more powerful when combined.
Technologies such as SSL, IPsec, and others would just not be possible without
encryption or at least not in their current form.



Exam Essentials

Know the purpose of cryptography. Cryptography is designed to protect both the
integrity and confidentiality of information as well as provide nonrepudiation and
authentication; although the mechanism may vary, the goal is the same.

Understand symmetric versus asymmetric cryptography. Know why symmetric
and asymmetric are suitable for some applications and unsuitable for others.

Know your applications. Understand how cryptography works and how it can be
applied to any given situation and which processes are well suited to a given situation.

Know your tools and terms. The CEH exam is drenched with terms and tool names
that will eliminate even the most skilled test taker because they simply don’t know what
the question is talking about. Familiarize yourself with all the key terms, and be able to
recognize the names of the various tools on the exam.






Review Questions

1. Symmetric cryptography is also known as

A. Shared key cryptography
B. Public key cryptography
C. Hashing
D. Steganography
2. Which of the following manages digital certificates?
A. Hub
B. Key
C. Public key
D. Certificate authority
3. Asymmetric encryption is also referred to as which of the following?
A. Shared key
B. Public key
C. Hashing
D. Block
4. Which of the following best describes hashing?
A. An algorithm
B. Acipher
C. Nonreversible
D. A cryptosystem
5. A message digest is a product of which kind of algorithm?
A. Symmetric
B. Asymmetric
C. Hashing
D. Steganography

6. A public and private key system differs from symmetric because it uses which of the
following?

A. One key
B. One algorithm
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C. Two keys
D. Two algorithms

A public key is stored on the local computer by its owner in a

A. Hash

B. PKI system

C. Smart card

D. Private key

Symmetric key systems have key distribution problems due to
A. Number of keys

B. Generation of key pairs

C. Amount of data

D. Type of data

. What does hashing preserve in relation to data?

A. Integrity

B. Confidentiality
C. Availability

D. Repudiation

. Which of the following is a common hashing protocol?

A. MDs5

B. AES

C. DES

D. RSA

Which of the following best describes PGP?

A. A symmetric algorithm

B. A type of key

C. A way of encrypting data in a reversible method
D. A Kkey escrow system

SSL is a mechanism for which of the following?
A. Securing stored data

B. Securing transmitted data

C. Verifying data
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D. Authenticating data

. Which system does SSL use to function?

A. AES

B. DES

C. 3DES

D. PKI

In IPsec, encryption and other processes happen at which layer of the OSI model?
A. Level 1

B. Level 2

C. Level 3

D. Level 4

In IPsec, what does Authentication Header (AH) provide?
A. Data security

B. Header security

C. Authentication services

D. Encryption

In IPsec, what does Encapsulating Security Payload (ESP) provide?
A. Data security

B. Header security

C. Authentication services

D. Integrity

At what point can SSL be used to protect data?

A. On a hard drive

B. On a flash drive

C. On Bluetooth

D. During transmission

. Which of the following does IPsec use?

A. SSL
B. AES
C. DES



D. PKI

. Who first developed SSL?
A. Netscape

B. Microsoft

C. Sun

D. Oracle

0. IPsec uses which two modes?

A. AH/ESP
B. AES/DES
C. EH/ASP
D. AES/ESP






Chapter 4
Footprinting

CEH EXAM OBJECTIVES COVERED IN THIS CHAPTER:
v III. Security

P. Vulnerabilities
v IV. Tools/Systems/Programs
O. Operating environments

S. Exploitation tools

degi In this chapter, you’ll begin the process of investigating a system with
the 1ntent10n of attacking and compromising the target. You’ll start this process with a
step known as footprinting, which could be generically termed “doing your homework”
regarding your target.

Footprinting is a vital first step in the process of penetration testing because it allows for
the gathering of information, both passively and actively, about your intended target of
evaluation. Spending a good amount of time learning about your target before you start
launching attacks and strikes against it will allow for more precise targeting and more
accurate and productive actions. In addition, taking time to gain information and plan
your next steps will allow you to be more stealthy rather than running headlong into the
process.



Understanding the Steps of Ethical Hacking

For an overview of the process, let’s look at the steps of ethical hacking to see where
footprinting fits in as well as what future phases hold.

Phase 1: Footprinting

Footprinting is the first phase of the ethical hacking process and is the subject of this
chapter. This phase consists of passively and actively gaining information about a target.
The goal is to gather as much information as is reasonable and useful about a potential
target with the objective of getting enough information to make later attacks more
accurate. The end result should be a profile of the target that is a rough picture but one
that gives enough data to plan the next phase of scanning.

Information that can be gathered during this phase includes the following;:

¢ IP address ranges

Namespaces

Employee information

Phone numbers

Facility information
e Job information

Footprinting takes advantage of the information that is carelessly exposed or disposed of
inadvertently.

-

é;: Phases 2—4 are the subjects of later chapters (Chapter 5, “Scanning;”

.

Chapter 6, “Enumeration;” and Chapter 7, “System Hacking”), but do remember that
the information gathered in phase 1 is crucial to the success of later phases. Time
spent researching and investigating shortens the attack phase and makes it
potentially more fruitful and accurate.

.

Phase 2: Scanning

Phase 2 is scanning, which focuses on an active engagement of the target with the
intention of obtaining more information. Scanning the target network will ultimately
locate active hosts that can then be targeted in a later phase. Footprinting helps identify
potential targets, but not all may be viable or active hosts. Once scanning determines
which hosts are active and what the network looks like, a more refined process can take

place.

During this phase tools such as these are used:




e Pings
¢ Ping sweeps
e Port scans

e Tracert

Phase 3: Enumeration

The last phase before you attempt to gain access to a system is the enumeration phase.
Enumeration is the systematic probing of a target with the goal of obtaining user lists,
routing tables, and protocols from the system. This phase represents a significant shift in
your process; it is the initial transition from being on the outside looking in to moving to
the inside of the system to gather data. Information such as shares, users, groups,
applications, protocols, and banners all proved useful in getting to know your target, and
this information is carried forward into the attack phase.

The information gathered during phase 3 typically includes, but is not limited to, the
following;:

e Usernames

¢ Group information
e Passwords

e Hidden shares

¢ Device information
¢ Network layout

e Protocol information
e Server data

e Service information

Phase 4: System Hacking

Once you have completed the first three phases, you can move into the system hacking
phase. You will recognize that things are getting much more complex and that the system
hacking phase cannot be completed in a single pass. It involves a methodical approach
that includes cracking passwords, escalating privileges, executing applications, hiding
files, covering tracks, concealing evidence, and then pushing into a complex attack.



What Is Footprinting?

Now let’s circle back to the first step in the process of ethical hacking: footprinting.
Footprinting, or reconnaissance, is a method of observing and collecting information
about a potential target with the intention of finding a way to attack the target.
Footprinting looks for information and later analyzes it, looking for weaknesses or
potential vulnerabilities.
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’r': When you conduct footprinting—as with all phases and processes

A

described in this book—you must be quite methodical. A careless or haphazard
process of collecting information can waste time when moving forward or, in a worst-
case scenario, cause the attack to fail. In addition, being haphazard or imprecise can
have the undesired effect of attracting the defender’s attention, thereby thwarting
your information gathering. The smart or careful attacker spends a good amount of
time in this phase gathering and confirming information.
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Footprinting generally entails the following steps to ensure proper information retrieval:

1. Collect information that is publicly available about a target (for example, host and
network information).

2. Ascertain the operating system(s) in use in the environment, including web server and
web application data where possible.

3. Issue queries such as Whois, DNS, network, and organizational queries.

4. Locate existing or potential vulnerabilities or exploits that exist in the current
infrastructure that may be conducive to launching later attacks.

Why Perform Footprinting?

Footprinting is about gathering information and formulating a hacking strategy. With
proper care you, as the attacking party, may be able to uncover the path of least resistance
into an organization. Passively gathering information is by far the easiest and most
effective method. If done by a skilled, inventive, and curious party (you!), the amount of
information that can be passively gathered is staggering. Expect to obtain information
such as this:

e Information about an organization’s security posture and where potential loopholes
may exist. This information will allow for adjustments to the hacking process that
make it more productive.

e A database that paints a detailed picture with the maximum amount of information
possible about the target. This may be from an application such as a web application or
other source.



¢ A network map using tools such as the Tracert utility to construct a picture of a
target’s Internet presence or Internet connectivity. Think of the network map as a
roadmap leading you to a building; the map gets you there, but you still have to
determine the floor plan of the building.

Goals of the Footprinting Process

Before you start doing footprinting and learn the techniques, you must set some
expectations as to what you are looking for and what you should have in your hands at
the end of the process. Keep in mind that the list of information here is not exhaustive,
nor should you expect to be able to obtain all the items from every target. The idea is for
you to get as much information in this phase as you possibly can, but take your time!

Here’s what you should look for:
¢ Network information
e Operating system information

¢ Organization information, such as CEO and employee information, office information,
contact numbers, and email

e Network blocks

e Network services

e Application and web application data and configuration information
e System architecture

e Intrusion detection and prevention systems

¢ Employee names

e Work experience

Let’s take a closer look at the first three on this list.

Network Information

On the network side of things, a lot of information is invaluable—if you can get hold of
the data. Amazingly, much of the network information that is useful to you in starting the
initial phase of an attack is readily available or can be easily obtained with little
investigation. During the footprinting phase, keep your eyes open for the following items:

e Domain names the company uses to conduct business or other functions, including
research and customer relations

¢ Internal domain name information
¢ IP addresses of available systems

e Rogue or unmonitored websites that are used for testing or other purposes



e Private websites

e TCP/UDP services that are running

e Access control mechanisms, including firewalls and ACLs

¢ Virtual private network (VPN) information

¢ Intrusion detection and prevention information as well as configuration data
o Telephone numbers, including analog and Voice over Internet Protocol (VoIP)
e Authentication mechanisms and systems

See Exercise 4.1 to find the IP address of a website.
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EXERCISE 4.1

Finding the IP Address of a Website

This exercise shows you how to obtain information about a website by using ping and
tracert.

1. On a Windows system, open the command prompt and enter the following
command:

ping www.wiley.com

2. Note the IP address that is returned, along with any other statistics such as
packets lost and approximate round-trip time. This information will give you an
idea of the connection’s performance and quality.

3. Determine the frame size on the network by entering this command:

ping www.wiley.com —-f -1 1300

4. Note the response to the command. If the command indicates that the packet was
fragmented, then decrease the 1300 value gradually until the results indicate
otherwise. Once you get a valid value, note the number.

5. At the command prompt, enter the following command,

tracert <ip address>

where <ip address> is the one you recorded in step 1.

6. The results reveal information about the path that traffic is taking from the local
host to the remote host. Note the response times and the locations that may have
dropped packets. It is possible that devices such as firewalls, routers, and others
may alter the expected responses of packets and the results you would normally
encounter.




Operating System Information

The operating system is one of the most important areas you must gain information
about. When browsing information on job sites or gathering information from elsewhere,
look closely to see if anything you obtain can give you clues to what is running. For
example, job postings that ask for experience on Office 2010 or Internet Explorer 9 could
go a long way toward narrowing down the OSs present in the environment.

When sorting through the wealth of information that typically is available about a target,
keep an eye out for anything that provides technical details:

¢ User and group information and names

Operating system versions

System architecture

Remote system data

System names

e Passwords

Organization Data

Not all information is technical, so look for information about how an organization
works. Information that provides details about employees, operations, projects, or other
details is vital. Expect to encounter this information in many locations such as the
company’s own website, discussion groups, financial reports, and other locations.

This information includes the following:
e Employee details
¢ Organization’s website
¢ Company directory
e Location details
¢ Address and phone numbers
e Comments in HTML source code
¢ Security policies implemented
e Web server links relevant to the organization
e Background of the organization

e News articles and press releases



Terminology in Footprinting

In this section you’ll learn definitions that may appear on the CEH exam.

Open Source and Passive Information Gathering

As far as intelligence gathering goes, open source or passive information gathering is the
least aggressive. Basically, the process relies on obtaining information from those sources
that are typically publicly available and out in the open. Potential sources include
newspapers, websites, discussion groups, press releases, television, social networking,
blogs, and innumerable other sources.

With a skilled an